The Entry-Master® System Training Guide Chapter 2 - Lesson 6

Lesson 6 — Defining Access Groups

he Entry-Master® System needs to know where people are allowed and any nesting

associated with where they are allowed. In this lesson, you will learn how to define

access groups to the Entry-Master® System. You can define up to 9999 access groups
and you can assign up to three access groups to each card.

You should be logged into the Entry-Master® System and the Entry-Master® Main Menu should
be displayed on the screen as illustrated in the following figure. If you are not logged in, see
Lesson 1.
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1 Cardholder Search/Edit & Enter Alarm Monitoring
Search for Cardholders by Mame or Card Mumber - Enter On-Line Manitarng of Alamm Activity on the
Editfadd Card Data System

2 Enter Reparts Menu & Change Your User Password
Choose from Activity, Alarm, Card, Revenue or This Option is used to Change Your Entry Password
Configuration Reports inta the System

3 Enter Utilities Menuy 7 Manual Dogr/Gate Control
Edit Systam Configuration - Access Levels, Time This Command is usad to Manually Grant Access to
Zones, Schedules, ate. Daars or Gates

4 8 -Mas
Enter On-Lina Monitoring of Card Access and Alarm Exit Entry-Master Systam Software and Raturn bo
Transachons tha Login Screan

MIEMS [£12000- 2008 Entry-Master Systems, Inc.

Figure 2-6.1 The Entry-Master® Main Menu

1. You define access levels using the Utilities Menu. Click on the Enter Utilities Menu
link to display the Utilities Menu as shown next.
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Entry-Master® System V

VvEO.F DIP0L-2008 Enlnr-Maslor Syslems Trnc. Azout

Utilities Menu |

Edit/Add Card Reader Configurations
{In/Qut, Door & Map Infermation)

Edit Monitor Point File
Edit/Add System Alarm {Msm) Points [for
Alarm Monitoring Purpases)

Edit Time Zone Fila
Define Time Zone Infarmation (Wha is
Allowed in When)

Edit Access Group File
Define Access Group Information (Whe is |
Allowed in Whare, Nasting)

Edit Access Messages File
Edit Access Activity Messages (the
Messages that Print out On-ling)

i Holi Fil
This Option Adds and/or Edits all
Scheduled Helidays

Monitor Display Menu
Menu Usead to Edit the Display Atributes
and to Reset Monitors

System User Maintenance
Thiz Option iz Used ta Add, Edit er Delets
System Users [Passwords)

d
This Option Batch Updates (Adds or Edits)
Card Mumbers with 2 Templats

Forgive Al | Cardholders
Change All Cards to Fergive Starus (Cards
get One Free Access In/Out)

it Facility Map Fil
this to Add/Edit F by g5 [for
Line Monitaring of Alarm

duled Eve =
This Menu is Used to Define Events and
Enter them inta the Schaduler

Re-Index Cardholder File
This iz Used ta Clean-Up the Card
Darabase File (te Re-Alphaberiza)

Wil iagn
Satup Systam Davices & Controllars, Tast
Communication, Readers & Locks

Disk Utilities Menu
Disk Fermatting, Backup & Restore, Disk &
Diskette Diagnostics

Return To Main Menu
Exit the Utilities Menu back to the Entry-
Master Main Menu

F"EMS £2001-2008 Entry-Master Systems, Inc.

Figure 2-6.2 The Entry-Master® Utilities Menu

2. Select the Edit Access Group File link and the following screen displays:
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i’g EMS Entry-Master® System V 900520053008 frinytostar Systans, I shaitt

Main Mens

Distributed Time/Access Group Database

*m Access Group Nos | F1i> Alarm Fone Matris
123456789 - xxx
1> Group Description: — Selactan Exiging Access Growp — -

> Zones  EMC #1 EMC #2 EMC #3 EMC #4 EMC #5 EMC #6 EMC #7 EMC #8
AFRAFOTE AR2AFGTE 13345678 13345678 L2IAFOFE AEFAFOFE ARIAFOTE 13245678
Port 1:

Part 22
Part 3:

Part 4:
* Alarm Hept Part 52

* Card Data Port 62

Raader: Raader Description Aszociated Time Zona
Statuws:
I/t

Submit Dslet Print

FIEMS £:2001-2008 Entry-Master Systems, Inc.

Figure 2-6.3 Distributed Time/Access Group Database Screen

In this example, you will define access group 4, which is the Building Entrance/Exit. This
access zone allows people to enter and exit the building and to enter and exit the Garage. People
must park in Level 2 and are only allowed to pass through Level 1.

3. The cursor is located in the Access Group No. field.

4. Type in 4 and click on the Submit button. The following screen displays all possible
readers and their configurations that are installed at your location:

Entry-Master® System V  vsv2s2o0:-2008 enery-sastor systams, ne. bt

Distributed Time/Access Group Database

* ACcess Group Mo.: D004 Alarm Zone Matrix
1 ) R R e T TR D - T )

sl 1> Group Description: | [ [
* Unlack
» Lok | Save I Cancel | Dﬂlﬂhﬁl Prev H Copy T/Z i | Mext | Back | Frint || Halp
@ Rdr=  Readar Descripton I} Assigned Tima Zona Status | Infout  Condition
0111 Garage Entrance - Agcass Mot Allowed -~ Active In Locked
0112  Garage Exit - Agcass Mol Allowad —— Active Out Locked
0113 | Level 2 Entrance - Agcass Mol Allowad — Active in Locked
= Evast Rgol
A i 0114 | Level 2 Exit - Agcass MotAllowad —— Active Out Locked
» Card Dala 0115  Main Office Entrance - Aecass NotAllowad — Active | Meutral Locked
* Config. 0116 | Executive Dffices - Accass Mot Allowad — - Active | Neutral Locked
* Unar Suds 0117 | Watwork (1T} Room [ — Areass NotAllowsd — = Active | Meubrsl | Locked
Rapt il E T
G 0118 | owerhead Exit Door - Arcass Mot Allowad — - Active Qut Unlocked
Halities Menu T I y r " 1 - - ] .
| save || Cancel | [ Delete | | Prev || CopyTiZ | [ Mew ' [ Back || Pant || Help

Logoff Systeny

FIEMS D2001-2008 Entry-Master Syatems, Inc.

Figure 2-6.4 Group Description Field
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8. In the Group Description field, type Main Ent & Level 2. Always use a
description that will tell you exactly what access zone you are defining. This field
can be a maximum of 20 characters. This access group is going to permit access
to the main entrance of the building and to the parking garage.

In this example, you will permit access to the Garage Entrance and Exit, Level 2
Entrance and Exit, and the Main Entrance 24 hours a day 7 days a week. The
only data entry required is to select the correct time zone for the appropriate
reader from the Assigned Time Zone field drop-down list.

Entry-Master® System V St eemeissas s bt

Distributed TimefAccess Group Database

LFS Aceess Graup No.: 0004 Alarm Zone Matrix
it . W L B e O )
1= Group Dascription: Main Ent & Leval 2 FREFE AT FESTEY
e P e T e e
[ Save [c;m [Delete | [ Prev | [ CopyTiZ [ Mext | [ Back | [ Prnt | [ Help |
| @ | Rdr# | Reader Description F Assigned Time Zane Status | InfOut | Condition
0111 | Garage Entrance P’ —- frcass Mot Allpwed — - ACtive in Lockad
i -— Agags Mol Algwed — ;
0112 | Garage Exit _ ACTivE Qut Lockad
9 0 - Cordscata Stans! 1
@112  Level 2 Entrance 1- firytime 24/7 Accass Active in Locked
" 2-Weekdays 7.30a-830p 3
a114 .szd 2 Exit | 3+ Eveninga & Waekands | Active | Qut Locked
0115 | Main Office Entrance | 14-Weekends & Holidays | Active | Neutral | Locked
0116 | Executive Offices rl - Apeess Mot Allgwed - = Active | Neutral Locked
* MmesAdt 0117 | Metwork (I/T) Room Al Access Mol Allowed - ¥ Active | Meutral Lacked
e 0118 | Overhead Exit Door | - Bccass Mot Allowed - = hctive | out Uniacked
Artilities Menu 1 N - T S - = = =
e | Save | [ Cancel | [ Delete | [ Prev | [ Copy TZ | Mest | [ Back | [ Print | [ Help |

Logoff System

FEMS D2001-2006 Eotry-Master Systems, Inc,

Figure 2-6.5 Selecting a Time Zone for the Garage Entrance

0. Click on the corresponding Assigned Time Zone drop-down list for Rdr #
(Reader Number) 0111. The following illustrates this list:
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Entiy-Master: System V| Senscmesemmborrmbrsas foe L Akt

8 Distributed Time /Access Group Database
.
.
£ Access Group No.: 0049 Alarm Zone Matrix

o Alnries

o 1.2 3 4.5 6 7 -8 ®
* HmanSines ix Group Deseriphion: Mar Ent & Level 2 Pl eI E R T ir T =8 [ L]
= Unlogk
+ Lok Save | [ Cancel | [ Detete | [ Prev || CopyTiZ | [ Mext | | Back | [ Prn || Help |
+ Gloae Dooe o | Rdr= | Reader Deseription ] assigned Time Zone Status  In/Out | Condition
* Saba @111 | Garage Entrance | -—Arcess Mot Allowed -— = Bctiva In Locked
o 0112 | Garage Exit Ao Nl S | Adbm | EGE Lotksd
Baports Men T = LA EC il
S 0112 | Level 2 Entrance ] e Active In Locked
- 11 - - i - r = - -

it T T - 2 - Weekdays 7.302-530p :
. Alarm Reo a114 .Level 2 Exit | 3+ Evenings & Waskands | Ackve Out | Locked
+ Card Data 0115 | Main Office Entrance ] |4-Weekends & Holidays | Active  Meutrsl | Locked
* Confia, 0116 | Executive Gffices ] e ALcss Nol Allowed — = bctive  Meutral | Locked
* HeerAmdt 0117 | Hetwerk (LT} Room ] - Ageass Nod Allowed — = Ackive  Meutral Locked
2 0118 | Overhead Exit Door ] - Apeess Nol Allowed — = Active out Unlocked
Ll § Mami
[ Save | [ Cancel | [ Dstats | | Prev | [ CopyTZ | Naxt | | Back Help

FEMS RI2001- 2008 Entry-Master Systems, Inc,

Figure 2-6.6 Assigned Time Zones List

10. Click on 1 — Anytime (24 Hrs/Day) to select this time zone.

Entry-Master® System V 5020020 sty Hastsr Systans, foc.  Abaut

Distributed Time/Access Group Database

L Access Group Mo.: 00049 Alarm Zone Matrix
3 i B S o Ll e Rl Rl )
i= Graup Description: Main Enl & Level 2 ‘ | ] |
[ Save | [ Cancel | [ Detets | [ Prev | [ CopyTiZ | [Mext | [ Back | [ Pt | [ Hep |
| @ | mdr= | Reader Description L Assignad Time Zene Status  InfOut | Condition
0111 | Garage Entranca 1 - Anylime M7 fccess - Brctivia In Locked
0112 | Garage Exit = —— frcess Mot Allowed — - Ackive Ouk Locked
0113 | Lewvel 2 Entrance F —— Arcess Mol Allowed — = Brtive In Locked
[vent Hept L. .
B | 0114 I Lewvel  Exit | —- Areess Mol Allowed — = Artive ‘Ouk Locked
Card Data 0115 | Main Office Entrance | o feeess Mol Allowad —— « Bebve Meutral Locked
Contig, 0116 | Execubtive Offices :j s fyreess Mol Allowad == Bobve Heutral Locked
Mpnr Audit 0117 | Metwerk (I/T) Roam i = Aceess Mot Allowad == Ackive  Meutral Locked
P 0118 | Overhead Exit Door & w Aceess Not Allowed = Active  OuE | Unlocked
Irtidities Manu 5 r ~ r - = =
| save | [ Cancel | [ Delete | | Prev || CopyTiZ | [ Mext | [ Back || Print | [ Help |
RIEMS £:2001-2008 Entry-Master Systems. [nc.

Figure 2-6.7 Access Group Reader Time Zones Defined

11. Now make the selections for Reader Numigdrs2, 0113, 0114nd0115
The screen below illustrates these selections.

EMS" Publication 1310-001 Page 54


ABaker
Image

ABaker
Image

ABaker
Text Box
Now make the selections for Reader Numbers 0112, 0113, 0114 and 0115. The screen below illustrates these selections.


The Entry-Master® System Training Guide

Chapter 2 - Lesson 6

L

1=

@ Rdr# | Reader Description Assigned Time Zone Status | In/Out Conditian
@111  Garage Enkranca 1- Anytma 247 Accass * Active in Lockad
0112 | Garage Exit 1-Anytma M7 hecass - Active Out Lockad
0113 |Level 2 Entrance 1- Amytma M7 Accass - Active in Lockad
0114 | Lewel 2 Exit 1- Arytme 24/7 Accass ' Active Out Lackad
* Card Data 0115 | Main Office Entrance 1- Anytme 24/7 Accass - Active MNautral Lackad
* Cenfig, 0116 | Executive Offices —— ficcess Mat Allawed — = Active | Neutral Locked
* DperAndt; 0117 | Hetwerk (LT} Roam —— Access Mat Allawed — = Active | Neutral Lacked
0118 | Overhead Exit Doos —— Access Mat Alawed — = Active Ok Unlacked

Entry-Master® System V

Accass Group Mo,
Group Description: Main Ent& Level 2 Al &,

[ save | [ Cancel | [ Delete | | Prev || CopyTiz |

w09 L2001 -2008 Enbry-Master Syshems, I, Aot

Distributed TimefAccess Group Database

: D004 Alarm Zone Matrix
v DRSS, Rt Sy i PR e Dl R ]

R L ST

[ Next | [ Back | Punt || Help |

[ Save | [ Cancel | [ Delata | | Prav || CopyTIZ |

| Neaa | [ Back | Print | [ Halp

12.

REMS £2001-2008 Entry-Master Systems, Inz,

Figure 2-6.8 Assigned Time Zones

Next, under the Nesting Level Matrix, check 2.

w EMS

HMadn Many
* Cardholders
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= Dgen Omop
& Unlock

*>
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Entry-Master® System V

Access Group Na.
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Distributed Time fAccess Group Database

5.0.0 SIO0I- JO0F Entry-Maxter Systewy, foc.  About

: DO Alarm Zone Matrix

1. .23 & ‘5 &. ¢ -8 ‘0

" Lok

| Save || Cancel | Deleta || Prev || CopyTiZ |

Nest | [ Back | | Print || Halp

& Claar Goor

@ | Rdr=  Raader Dascription ] Assigned Time Zona Status | Infout  Condition

e 0111  Garage Entrance 1- Anytime 247 dooess v Active In Lockad
* Video

0112 | Garage Exit 1- Anytime 247 dooass . v Active Ot Lackad
Esports Mune 2 =

0113  Lewal 2 Entrance 1- Anytima 24/7 Accass - Active In Lackead
= Event Bept
o AL Rt 0114 | Leval 2 Exit 1-Anylima 24/7 Accass - Active | Out Lacked
= Card Doty 0115  Main Office Entrance 1- Amytima 247 Accass - Active | Maufral Lackad
& Confiq, 0118 | Exacutive Offices - Accass Not Allowed — = Active | Nautral Lackad
* Lbses Aud 0117 | Metwork {(I/T) Room - hccass Mot Allowed -— * Active | Meutral Lacked

|

SRR 0118  Overhead Exit Door - Accass Mot Allawed — = Active | out Unilocked

Liiities Menu

Save || Cancel | Deleta || Prev |

Copy TiZ |

Mext | | Back | [ Punt || Help

Loanff Systum

FIEMS B2001- 2008 Entry-Master Systams, Inc.

Figure 2-6.9 Completed Distributed Time/Access Group Database Screen

13.

Click on the Save Button to save this access zone definition and display a blank

14.

15.

Distributed Time/Access Group Database screen.
To return to the Utilities Menu, click on the [8isl It tSY (3111] link

To return to the Main Menu, click on the link.

EMS" Publication 1310-001

Page 55


ABaker
Image

ABaker
Image


The Entry-Master® System Training Guide Chapter 2 - Lesson 6

You have learned how to define access groups on the Entry-Master® System. The access
groups you define will be used on the Cardholder Record screen, to define where and when a
specific card is allowed.

Proceed to Lesson 7, Searching For A Cardholder's Record.
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