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Introduction

Welcome to THEO+Net Version 4, an add-on Plus Pak for the THEOS 32
Version 4 operating system. With THEO+Net, you can connect multiple
computers together and communicate easily and efficiently between them.

Some of the capabilities of THEO+Net include:

» Connect as a user to a THEOS-based system:

» From another THEOS system using the NetTerm Client.

» From a Windows-based system using the THEOS WorkStation
Client.

» From any computer using its Telnet client.

» Connect as a user to any system with a Telnet server using the
THEOS Telnet Client.

» Transfer files from or to the THEOS system:

» To or from another THEOS system using the NetTerm Client.

» To or from a Windows-based system using the THEOS Work-
Station Client.

» To or from any computer with a FTP server using the THEOS
FTP Client.

» Synchronize the date and time between two systems using the NET
TIME client.

THEO+Net is also the foundation for other Plus Pak options, including:

» THEO+Malil, an e-mail client that can send and receive messages
to or from remote users.

» THEO+Server, an HTML server and FTP server. Allows the
THEOS system to be the file storage site for remote FTP clients
and Web browsers.
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B Hardware Requirements

THEO+Net has the following minimum hardware requirements:

8 Mb RAM
10 Mb available disk space
IEEE 802.3 Ethernet medium (cable)

Ethernet Network Interface Card (NIC) or modem for PPP connec-
tion to another network

vV v v Vv

» Multiple computers and/or access to the Internet

The actual amount of RAM and disk space required depends upon the ser-
vices started, number of sockets enabled, etc.

B Software Requirements

THEO+Net requires THEOS 32 Version 4, patch level 40264 or above.

The THEOS WorkStation Client can be used on a Windows For Workgroups
version 3.11, Windows 95 or Windows NT system with the appropriate net-
work support configured.

10
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B About This Manual

This manual is designed to show you how to install, configure and use
THEO+Net Version 4 on an existing THEOS 32 Version 4 system. It is
divided into five parts:

>

Part I “ Networking Fundamentals”

Gives a general overview of networking concepts, terminology and
components with emphasis on those applying to THEO+Net.

Part IT “ Installation and Setup”

Step-by-step instructions for installing and configuring the soft-
ware.

Part IIT “ Command Reference”
All commands and setup programs are described in detail.
Part IV “ THEOS WorkStation Installation and Reference”

Installation, configuration and usage description for the THEOS
WorkStation product.

Appendices

Support information, Glossary of Terms, and an Index.

11
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B Documentation Conventions

Throughout this manual, syntax is used that looks like:

NET
NET START Server-name
NET function parameters
FTP filename (FILE options

These symbols are used to show the correct syntax for typing the com-

mand.

BOLD

italics

FILELIST

File names

Definitions

Literal text

Words and characters shown capitalized and in boldface must
be entered exactly as shown.

Italicized words show parameters whose value is supplied by
you.

Underlined portions of a word indicate the minimum spelling
allowed for abbreviations of the word.

Specific keys on the keyboard are indicated by icons of the
key.These standards are used in the formal definitions of the
syntax of a command or feature and in the descriptive text of
the feature. The descriptive text also uses the following typo-
graphic conventions to identify the various items described.

File names that appear in text are always shown in small caps.
For instance, the SYSTEM.THEOS32.DEVNAMES file.

A significant word or term that is being defined in the text is
shown in boldface italics. For instance: The command name
is the name of the program that you want to execute.

Text appearing in an example, that is also referred to in the

text description of the example, is shown with a different type-
face. For instance: When a report is aborted, the spooler prints
the message “**** A B 0 R T ****” and performs a form-feed.

12
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1 Networks

Among its many other capabilities, the THEOS operating system is essen-
tially a multiuser operating system. In the most basic meaning of the term
network, a multiuser operating system is a network hub for terminals.

Over the years, the meaning of the term network has expanded and has
taken on more specific meanings. With a multiuser operating system, the
central computer acts as a terminal server. That is, a system providing ser-
vices to terminals. (Multiuser operating systems provide much more than
this basic service, but, for the purposes of this discussion of networks, that is
its principal duty.) The current meaning of network refers to a network of
computers.

THEOS provided this basic capability with THEO+Com™ and ScanTerm™.
THEO+Com allows a user on a THEOS system to connect to and act as a
terminal to another THEOS system or non-THEOS system. (In network ter-
minology, THEO+Com is a client application that communicates with a
remote Terminal Server.) THEO+Com provides basic file transfer capabili-
ties between the THEOS system that it is running on and the remote system
that it is connected to.

The ScanTerm product allows a DOS-based system to act as a terminal to
the THEOS system. The THEOS system was still operating as a Terminal
Server but with the added capability of file transfers to and from the non-
THEOS system using ScanTerm.

Over the years, other operating environments began developing and using
network operating systems, primarily to provide a shared database to multi-
ple users. Because THEOS is a multiuser operating system, it has always
provided a shared database to multiple users. However, these other environ-
ments extended the capabilities of their network operating systems to pro-
vide more than mere Terminal Server capabilities to their systems. Also,

15
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with the proliferation of networks, standards were formed that allow net-
works using different network operating systems to communicate.

To extend its capabilities, the THEOS 32 Version 4 operating system now
offers THEO+Net as an add-on Plus Pak. With THEO+Net installed, the
THEOS operating system becomes a network operating system providing
terminal server functionality that is now referred to as the Login Server. It
also provides several client applications such as Telnet, FTP, SendMail, fin-
ger, and other network services.

Because THEO+Net is software for an intercomputer network, it cannot
operate by itself. It needs hardware components and software on other com-
puters to successfully operate as a network operating system. To avoid using
proprietary hardware or special software on the other non-THEOS systems
that might be on the network, THEO+Net is designed to use common, stan-
dardized hardware and software. The requirements of this hardware and
software are: Ethernet mediums and interfaces or PPP interfaces and soft-
ware supporting the TCP/IP network protocol suite.

B Network Standards

A network, by its very nature, involves the communication between many
different components, devices and software. There are many standards
organizations whose responsibilities are to provide definitions for hardware
and software so that two products adhering to these definitions can operate
together. These definitions are referred to as standards.

Locally, in the United States, the two principal standards organizations are
the American National Standards Institute (ANSI) and the Institute of Elec-
trical and Electronic Engineers (IEEE). Internationally, the principal orga-
nization is the International Standards Organization (ISO).

Although separate, these organizations all work together to develop and dis-
tribute standards. Once the IEEE develops and approves a standard, that
standard is sent to ANSI for review. If ANSI approves the standard, it is
then sent to the ISO. The ISO solicits comments from all member countries
to ensure that the standard will work at the international level, resulting in
an IEEE- or ANSI-developed standard becoming an ISO standard.

B Ethernet

The Ethernet standard is a definition for network medium (cables) and the
interface between that medium and the Network Interface Cards (NIC) on
computers connected to the network. These are the physical portions of a
network. Ethernet is the first widely accepted, nonproprietary, standardized

16 FEthernet
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network. It was originally developed by the Xerox Corporation at its Palo
Alto Research Center (Xerox PARC). The original standard promoted by
Digital Equipment Corporation, Intel Corporation and Xerox (DIX) became
the IEEE 802.3 standard and now includes coax, twisted pair, fiber optics
and wireless connection methods. The current standard differs from the
original, which still exists as Ethernet Version 2. Subsequent references to
Ethernet in this manual refer to the IEEE 802.3 definition of Ethernet.

Ethernet uses a method of signaling called Carrier Sense Multiple Access
with Collision-Detect (CSMA/CD). The signaling rate is 10 Mbps (ten mil-
lion bits per second) or 100Mbps. Each NIC device listens to the network for
transmissions from other devices. If a transmission is received that matches
the device’s address, it is processed in accordance with higher-level proto-
cols. If not, the transmission is simply ignored. When a device wishes to
transmit, it first “listens” for another existing transmission. If none is
present, it transmits its message and then notes the voltage level on the line
to see if another device transmitted at the same time (a “collision”). If a colli-
sion occurs, each device waits a short, random time period and retransmits,
after checking for an existing transmission. Thus, many devices have access
to the network (multiple access), they each listen before transmitting (car-
rier sense), and they retransmit if a collision occurs (collision detect).

Ethernet supports many types of mediums or cables. There is a relatively
thick 50-ohm coax cable, normally colored yellow and referred to as “thick”
Ethernet. There is also a smaller 50-ohm coax cable referred to as “thin”
Ethernet. Also supported are shielded and unshielded twisted-pair cable
(STP and UTP), fiber optic cable and wireless transmissions. The character-
istics, advantages and disadvantages of one medium over another, and the
usage of these various mediums are discussed in Chapter 2 “Ethernet Medi-
ums and Topologies,” starting on page 27.

The connection of the medium to the computer is provided by a Network
Interface Card (NIC) that is inserted into an expansion slot within a com-
puter. Modern NICs provide support and connections for Thicknet cable
(DB-15), Thinnet cable (BNC) and twisted-pair cable (RJ-45). The NIC is
responsible for encoding and decoding the signals transmitted on the Ether-
net medium and ensuring that the signals are properly transmitted or
received.

Ethernet 17
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B PPP - Point to Point Protocol

The Point-to-Point Protocol (PPP), is an alternate method of connecting a
system to a network. Ethernet connects one computer to a network of com-
puters. As its name suggests, PPP connects one computer to one other com-
puter. Generally, a PPP connection is used to connect one computer to
another computer that has its own local area network or, more likely, has a
network connection to the global Internet. For instance, PPP can be used to
connect your system to an Internet Service Provider (ISP) via a modem.

Like Ethernet, PPP provides a connection that allows various network pro-
tocols to be used to transmit data over the network. For instance, a PPP con-
nection can be used on a TCP/IP network, as used by THEO+Net, or it can
be used with NetBEUI, IPX, etc.

PPP is used to connect two computers using serial adapters, modems or
other devices capable of transmitting 8-bit data. Frequently, PPP is used in
conjunction with a Dial-Up Networking interface (DUN), which provides
connections over a Public Switched Telephone Network (PSTN), such as
your local telephone system. It is also used for connections over private, ded-
icated connections like a dedicated analog telephone line or a dedicated
ISDN line.

Some of the key features of PPP features:

» Address notification allows a server to inform a dial-up client of its
IP address for that link, but the mechanism is powerful enough for
clients to request IP addresses and supports fallback configurations.

» Authentication is available as an option, either with the Password
Authentication Protocol (PAP), or the Challenge Handshake
Authentication Protocol (CHAP).

18 PPP - Point to Point Protocol



m TCP/IP

Networks

While Ethernet is primarily a hardware protocol, TCP/IP is a collection or
suite of software protocols. These protocols are used to control and manage
the communication of information between two computers.

Most of the protocols included in the suite of protocols called TCP/IP are:

Protocol  Stands for Function
ARP Address Resolu-  To match hardware network addresses to
tion Protocol TCP/IP network addresses.
BGP Border Gateway  To pass routing information across inter-
Protocol networks.!
BOOTP Boot Protocol To boot and configure systems to the net-
work remotely.!
DHCP  Dynamic Host To boot and configure systems to the net-
Configuration work remotely.
Protocol
DNS Domain Name To associate host and network names with
System host and network addresses.
EGP Exterior Gate- To pass routing information across inter-
way Protocol networks.!
FTP File Transfer To copy files between hosts.
Protocol
HTTP Hypertext Trans- To publish and read hypertext documents
fer Protocol across the World Wide Web.
ICMP Internet Control  To carry internetwork routing control
Message Protocol messages between networked systems.
IGMP Internet Group To manage transmission of data to
Management selected groups of hosts.!
Protocol
1P Internet Protocol To move network traffic across internet-
works.
MIME  Multipurpose To attach multiple data files of any sort
Internet Mail (text, graphics, audio, etc.) to electronic
Extensions mail.

Table 1: TCP/IP Protocols

TCP/IP 19
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Protocol  Stands for Function
NTP Network Time To keep system clocks synchronized across
Protocol internetworks.
OSPF Open Shortest To pass routing information across inter-
Path FiI‘St networks_l
POP3 Post Office Pro- To transfer electronic mail between a mail
tocol server and a client.
RARP Reverse Address  To match TCP/IP network addresses to
Resolution Pro- hardware network addresses.!
tocol
RIP Routing Infor- To pass routing information between
mation Protocol  internetworked systems.!
SLIP Serial Line For serial links between a host and an IP
Internet Protocol net\;\]ork.1
SMTP Simple Mail To transfer electronic mail between a cli-
Transfer Protocol ent and a mail server.
SNMP  Simple Network  To provide basic network management
Management functions of networked devices.!
Protocol
TCP Transmission To connect applications on two internet-
Control Protocol ~ worked hosts (connection-oriented, reli-
able?).
Telnet Telecommunica-  To log onto remote hosts and run terminal
tions Network sessions.
Protocol
TFTP Trivial File A minimal implementation of a file trans-
Transfer Protocol  fer protocol.?
UDP User Datagram To connect applications on internetworked

Protocol

hosts (connectionless, unreliable).

2. Reliable means that message delivery is confirmed by the recipient with a

Table 1: TCP/IP Protocols
1. This protocol is not supported by THEO+Net.

reply. Errors in delivery also cause replies.

Implementations of network software supporting TCP/IP do not necessarily
support all of these protocols. Only the protocols for specific features are

20 TCP/IP
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implemented. For instance, if a system does not support e-mail, then MIME,
POP and SMTP are not implemented.

Although slightly technical, to aid understanding of the Ethernet and TCP/
IP standards and protocols, communications are normally presented in a
layered table or diagram.

Layer Name

Layer Function

4 Application

User program. Responsible for the generation of and pre-
sentation of information either from or to the user. TCP/
TP applications communicate in client/server pairs at this
layer.

3 Transport

Manages the flow of data between two internetwork
hosts. Two protocols supported: TCP for reliable data
flow, and UDP that offers no reliability guarantees.

2 Network

Data moves between networks at this layer. The Internet
Protocol (IP) operates at this layer to route packets across
networks independent of the network medium.

1 Data Link

Data moves within the local network at this layer. Also
known as the network interface layer.

0 Physical

The hardware components of the network and the inter-
face between those components and the higher layers.

This layered definition not only specifies the various functions of network
communications with TCP/IP, it also shows the sequence of operations. Net-
work communication is a process of encapsulating information received
from a higher layer and passing the encapsulated data onto a lower layer, or
vice versa. For instance:

An application, such as Telnet, accepts information from the opera-

tor. It packages this information with a header describing where the
information is coming from (your network id), and where it is going
to (destination id). It then passes this “packet” of data to the trans-

port layer.

The transport layer program examines, but does not modify, the
information. Using information it has gathered from prior network
communications, it adds headers to this packet to form a TCP seg-
ment and passes this new packet onto the next layer.

At the network layer, IP header information is added to the packet
and passed on to the next layer.

The data link layer, headers and trailers are added to the packet to
create an Ethernet frame, which is given to the next layer, the NIC.

TCP/IP 21
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5. The NIC transmits the frame onto the network.

The encapsulation is reversed on the receiving end, with each layer strip-
ping off the header (and trailer, if appropriate) that was addressed to it. The
packet is then passed up to the next layer until it arrives at the application
layer. The application layer receives only the original data transmitted by
the application on the other end of the communications link.

All nodes on a network receive packets addressed to all other nodes on the
network. One of the responsibilities of most NICs is to ignore any packet

that is not addressed to its own address.

For additional information and a tutorial on TCP/IP, visit the following
Internet web page:

http://ds1.internic.net/rfc/rfc1180.txt

Identifying Hosts on a Network

One useful analogy when describing network operations is the telephone
system, which is a special type of network. When you make a call to some-
one, a circuit is established between yourself and the person that you called.
You are not concerned with the type of equipment they are using or the
route that the phone company selected to connect you with them. You might
be using a standard, rotary-dial phone and they might have a digital cellu-
lar phone; the phone company might have routed the call across the country
and back again or it may have used one or more satellites. All of this doesn’t
matter as long as you dialed the telephone number correctly, with any neces-
sary country code and area code.

B |P Addresses

Instead of a telephone number, network connections are made with an IP
address. TCP/IP uses a 32-bit numeric address to identify NICs on an Ether-
net network. For convenience, this 32-bit value is normally specified as four,
8-bit values separated by periods or “dots.” Thus, it is commonly referred to
as a “dotted IP address.”

This dotted IP address has the general form of:

A.B.C.D
where the A, B, C and D represent the four 8-bit values. Being 8-bit values,
each of these components may be a value in the range 0-255. In the cur-

rently implemented addressing scheme?, there are five “classes” of IP
addresses, each with a specific range of values. These are named Class A,

22 IP Addresses
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Class B, etc. Without going into the details, Class C addresses are normally
used in the types of networks implemented with THEO+Net.

In a Class C network, the range of addresses permitted is:

SHIO0MIBN

192.0.0.0 through 223.255.255.255
B Subnets and Subnet Masks

In order to improve routing and delivery efficiency, IP addresses are divided
into subnets. A subnet is the portion of the IP address that is common to all
of the nodes on a particular network. For instance, a network assigned the
following addresses

192.168.25.1
192.168.25.2
192.168.25.3

192.168.25.253
192.168.25.254

would have a subnet of 192.168.25.0.

A subnet mask field is used to define the portion of the IP address that iden-
tifies the subnet for this network. Conventionally, the subnet mask defines
either 8, 16 or 24 bits as the subnet identifier. For instance, the above
subnet would have a subnet mask of 255.255.255.0, indicating that the first
24 bits of the address identify the subnet. THEO+Net can use this conven-
tion for defining subnets. With a subnet mask of this value, the subnet can
have 254 nodes (the node values 0 and 255 have special significance and
cannot be assigned to an actual node).

However, THEO+Net is not restricted to this convention. You may specify a
subnet with a different number of bits. For instance, you could have a

1. The current addressing scheme provides for 4,294,967,296 addresses. However,
because of the way they are assigned, a large portion of these addresses are
never used and the actual number of unique addresses is much less. To address
this limited addressing scheme, there are two proposals being evaluated pres-
ently. One changes the way that addresses are assigned so that more of the possi-
ble addresses will be used. This is named Classless Inter-Domain Routing
(CIDR) or “supernetting.” Another method, named IP version 6 (IPv6),
increases the number of possible addresses by increasing the length from 32 to
128 bits. This provide340,282,366,920,900,000,000,000,000,000,000,000,000,000
addresses, which is approximately 340 billion billion billion billion host
addresses! Both of these schemes will probably become standards soon, but they
both provide for the continued use of the existing standard.
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subnet mask of 255.255.255.192, indicating that the subnet is identified by
the first 26 bits of the address. This subnet could have only 62 nodes. This
can be useful in some situations.

For instance, when you are given a Class C address range from your Inter-
net Service Provider (ISP), you will have a range of 254 node addresses that
you could use on one subnet. If you needed three subnets for some reason,
you could divide the Class C address into three ranges of addresses. The
three subnets could use the subnet mask value of 255.255.255.192 with 62
nodes on each subnet.

Class C address from ISP: 209.95.32.0 209.95.32.255
1st subnet: 209.95.32.0 —  209.95.32.63

2nd subnet: 209.95.32.64 209.95.32.127
3rd subnet: 209.95.32.128 209.95.32.191

There is one subnet left over for future expansion.
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B TCP Simple Services

Most network operating systems supporting the TCP/IP protocol support a
set of servers collectively referred to as TCP Simple Services. (THEOS and
this manual use this term but other systems do not use a special name for
these services.) These servers are combined into a single server and provide
some simple capabilities such as:

>

CHARGEN - Generates a continuous stream of characters. Used in
diagnostic situations to test the communications from the server to a
client.

DAYTIME - Gets the current date and time from the server’s system
and sends that to the client.

DISCARD - Opposite of the ECHO service: all characters received
are discarded or ignored.

ECHO - Echos all characters sent by a client back to the client. Used
in diagnostic situations to test the communications between the
server and the client.

FINGER - Returns information about user accounts on the system.
NSLOOKUP - Translate an IP address to its domain name.

QUOTE - Randomly selects a famous quotation and sends the text to
the client.

TIME - This service has three modes of operation: Gets the current
date and time from the server’s system and sends it to the client;
gets the current date and time from another TCP server system and
sends it to the client; or, gets the current date and time from another
TCP server system, sets the local TCP server system to that time
and sends it to the client. This service is principally used to synchro-
nize the time between two systems.

Not all of these services are provided by all network operating systems sup-
porting TCP/IP. THEO+Net supports the following services:

vV vV v v v v .Yy

CHARGEN, accessed via the Net Command.
DAYTIME, accessed via the Net Command.
ECHO, accessed via the Net Command.
FINGER, accessed via the Finger Client.
NSLOOKUP, accessed via the NsLookup Client.
QUOTE, accessed via the Quote Client.

TIME, accessed via the Net Command.

TCP Simple Services 25

SYI0MIBN



Networks

Networks

These services are started automatically when the Login Server is started if
the “Start TCP services” is enabled (see “Setup NET” on page 187), or manu-
ally with the NET START TCP command.
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2 Ethernet Mediums and Topologies

This chapter and Chapter 3 “Bridges, Routers and Gateways” provide basic
information about some of the hardware components of an Ethernet net-
work. They are intended for novice users and installers of networks to pro-

vide a groundwork for later descriptions of THEO+Net installation,

configuration and operation. Experienced network administrators may skip

these chapters.

The term network medium refers to the type of conductor or cable used to
connect the various nodes of a network. There are several types of network
mediums that can be used in an Ethernet network. You should define the
medium or cable used in a network long before you begin your cable design.
The cable chosen often dictates the connectors, terminations, distances

allowed, routing and LAN types supported in the network.

The topology of a network refers to the layout or configuration of the net-

work medium and nodes.

B FEthernet Network Mediums

All LAN mediums can be divided into three basic types: coax, twisted-pair
and fiber optic. These three types of mediums are defined in the IEEE 802.3

Iinternational standard.

B Coax Mediums

There are two types of coax mediums supported by Ethernet network stan-
dards: Thin Coax and Thick Coax. Coax offers the least expensive choice of
medium, both in cost of materials and cost of installation. However, it is also
the most restrictive in the distances allowed, the connectivity offered and

the transmission speeds supported.

Coax cable gets its name from its construction. As illustrated in the follow-
ing figure, coax consists of a center conductor and a coaxially-positioned
outer shield conductor that are separated by an insulting plastic, called a
dielectric. An outer jacket insulates the shield. The shield may be a foil-
wrap or a wire braid. Some cables may use a double shield. The center con-

ductor may be solid or stranded wire.

Coax Mediums
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s

T T Center conductor
Outer jacket Dielectric insulation
Braided wire
or foil shield

The specific composition or materials used for each of the components
defines its electrical and signal-carrying characteristics. Cable suitable for
an Ethernet medium must have 50-ohm impedance and conform to the
IEEE 802.3 specification.

Wire sizes for coax cable are usually specified by an “RG” number or man-
ufacturer’s part number. The RG numbering system is a standard coax
cable rating system that identifies the physical size, characteristic imped-
ance, power handling and other cable characteristics. Common Ethernet
LAN coax cables are Ethernet 10Base2, Ethernet 10Base5, RG-8/U and
RG-58A/U. The size of Ethernet 10Base5 and RG-8/U is about % inch,
while Ethernet 10Base2 and RG-58A/U is about % inch. Thus, Ethernet
10Base?2 is frequently referred to as Thinnet and Ethernet 10Base5 is
Thicknet. Both Thinnet and Thicknet are used for small (2—10 nodes),
short-distance LANs (one to two rooms) because of their low-cost and rela-
tive ease of installation.

* 10Base5 Medium

Thicknet, or 10Base5 cabling, is the original LAN cable. It supports a
transmission speed of 10 Mbps with a maximum distance of 500 meters
from end-to-end. Thicknet cables are generally run in the walls or above
the ceiling tiles near workstations. A transceiver is required to tap into the
cable for the run to the workstation. The transceiver, also known as a vam-
pire-tap, mounts directly around the coax and makes a connection via a
hole drilled through the outer jacket, shield and dielectric insulation.

N-series Terminator N-series Terminator
e S
| |
/ <«—— 2.5 meters—»
Transceiver Tap minimum
Workstation Workstation Workstation
NIC NIC NIC

500 meters maximum

Thicknet Network Segment
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* 10Base2 Medium

Thinnet, or 10Base2 cable, is a newer Ethernet coax standard. Its smaller
size allows greater flexibility and it does not use taps to connect the cable
to a workstation. Instead, Thinnet is connected directly to the back of a
workstation at its network interface card with a special “T” adapter. How-
ever, it has a maximum distance of 185 meters from end-to-end compared
with the 500 meters allowed by Thicknet cabling.

BNC Terminator BNC Terminator

< ~

T | I T '

connector

Workstation Workstation Workstation
NIC NIC NIC

185 meters maximum

Thinnet Network Segment

As illustrated, coax mediums always use a bus topology.

Coax mediums should be grounded at one point, and one point only. This is
generally done at one of the terminators.

B Twisted-pair Mediums

Twisted-pair cable is the most common type of LAN cabling used today. It
it versatile, easy to install, inexpensive and has good performance capabil-
ities. Twisted-pair cable is available with or without shielding and comes
in a variety of wire sizes, colors, twisting and sheathing materials.

\/\\/\v

Most LAN twisted-pair cable is four-pair cable (eight wire). Although
many LAN topologies only use two of the pairs, some care should be given
before using the other pairs for another LAN segment or for a telephone
connection. Some of the 100 Mbps and higher LAN schemes may use all
four pairs.

Twisted-pair Mediums 29
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One of the main advantages of twisted-pair cabling is the ease with which
nodes can be added or removed. Generally, a twisted-pair medium uses
modular plugs and wall jacks, similar to a telephone outlet and cable. In
fact, the modular connector most commonly used for a network is the Rd-
45 connector, which is the same connector as used with many telephone
systems. (Most home telephone systems use RJ-11 connectors, a two-pair
plug and jack. This is not suitable for network connections.)

The RJ-45 connector is an eight-pin connector, with only four of the pins
used for the network. However, do not use standard telephone cabling
between the NIC and the wall jack because it uses different pin connec-
tions for the jacks and plugs.

Cables for LAN wiring may be made with either stranded or solid copper
wire. Choose data-grade cable with approximately ten twists per foot.
Solid wire is normally used for cable runs that are terminated in screw-
down outlet jacks or punchdown blocks. Stranded wire is normally used for
cable runs that are terminated with an insulation-piercing modular con-
nector such as an RJ-45 plug. You should never use solid copper wire with
modular-type connectors.

There are five categories of cabling specifications for twisted-pair cabling.
Two of these five categories are specifically excluded from LAN usage
because of their unreliability in network transmissions. Of the remaining
three, two are dominant in most LAN installations. Category-3 can sup-
port network speeds up to 16 MHz. Category-5 supports 100 MHz net-
works as well as the lower speeds.

Categories are rated in terms of bandwidth, in MHz, rather than data rate,
in Mbps, because data encoding techniques often camouflage actual cable
signaling rates. The popular 10 Mbps networks require matching cable
bandwidths of 10 MHz because of their signal structure, but 100 Mbps net-
work techniques can range from 16 MHz (per pair) to 33 MHz because of
encoding. Components, such as jacks, plugs and patch panels, are also
rated by category of performance.

Standard eight-pin, RJ-45 style modular connectors are used for
unshielded twisted-pair (UTP) cables. Two- or four-pair, 24 AWG, UTP
Category-3 or Category-5 cable is used. For future expansion and
upgrades, it is best to use four-pair Category-5 cabling even though the
current network might only use two pairs at a 10Mbps transmission speed.

Although only two of the pairs are used in a standard Ethernet network,
all eight wires are connected to the jack. Wiring connection is straight-
through, which means simply that pin 1 at one end of a cable will corre-
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spond to pin 1 at the other end of the cable. This is a departure from
normal telephone cords, which reverse the connections from end-to-end.

Shielded twisted-pair (STP) cabling is similar to UTP with the addition of
a metallic shield around the cable. The shield is either a foil-wrap or a
braid. The advantages of STP are higher transmission rates and resistance
to outside electrical interference. However, its disadvantages are higher
cost for the materials and more difficult installation. Instead of using Rd-
45 modular connectors, STP cabling requires Type-1 Media Interface Con-
nectors. An STP medium should use Category-5 shielded, twisted-pair
cable.

A twisted-pair network uses a star topology with a hub at its center.

Workstation

Workstation NIC Workstation
NIC NIC

Workstation Workstation

NIC
Server NIC NIC

m Fiber Optic Mediums

Fiber optic cable may also be used in LAN wiring. Generally, it is used only
for “backbone” wiring, such as between wiring closets or between build-
ings. It is not yet as common as twisted pair for horizontal wiring.

Fiber optic offers some unique advantages over metallic wiring, either coax
or twisted-pair: It does not generate nor is it susceptible to electrical or
magnetic interference. The nonconductive fiber eliminates grounding
problems. Outdoor rated fiber optic cables are frequently completely non-
metallic and are thus resistant to lightening strikes. There are disadvan-
tages to fiber optic: It is more expensive to purchase, it requires more
expensive connectors, it is more difficult to install because of the care that
must be taken to avoid damage to the fiber and it is much more difficult to
test when problems occur. Breaks in a fiber optic cable cannot be located
with a simple continuity tester, but require special, expensive equipment
and trained operators.

FDDI (Fiber Distributed Data Interface) is a fiber optic networking stan-
dard that operates at 100 Mbps. This standard is different from Ethernet
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and not directly supported by THEO+Net, although you can connect an
Ethernet network to a fiber optic network with a bridge or router device.

B Summary
10Base2 | 10Base5 10BaseT 100BaseT | 10BaseFx
Medium Thinnet | Thick- UTP STP FO
Coax net
Coax
Speed 10 10 10 Mbps | 100 Mbps | 10 Mbps
Mbps Mbps
Maximum 185 500 200 200 2,000
Distance
(meters)
Distance 50 50 100 100 2,000
from
Bus or
Hub
to NIC
(meters)
NIC BNC DB-15 RdJ-45 RdJ-45
Connector
Termina- BNC N-series N/A N/A
tor
Number 30 100 limited limited
of Stations to num- to num-
per seg- ber of ber of
ment ports on ports on
hub hub

32 Summary




Ethernet Mediums and Topologies

B 10BaseT Networks

® Wiring Hub

The wiring hub in a 10BaseT network operates as both the center of the
star topology and as a multiport repeater: It receives and regenerates sig-
nals received from any attached node.

salbojodo|
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Typical 10BaseT Hub

All hubs that conform to IEEE 10BaseT specifications perform tasks in
addition to regenerating and repeating signals. A 10BaseT hub tests each
port connection, detects and handles excessive collisions, and ignores data
that exceeds the maximum 802.3 frame size.

B Expanding the Network

10BaseT hubs have a fixed number of jacks or ports. The specific number
depends upon the manufacturer and model, but a typical hub will have 12
or 16 ports. In addition, a hub may provide two additional connectors for
connecting this hub to either a 10Base2 or 10Base5 LAN, providing an
easy method of expanding and connecting multiple LANs.

CIIIILLIIL S
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10BaseT Subnet 10Base2 Subnet
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Generally, one of the RJ-45 ports may be labeled uplink/downlink for use
in cascading this hub with another 10BaseT hub. Some hubs may allow
any port to be used as a cascade connector.

When one hub is connected to another, a special crossover cable must be
used. In this cable, the transmit and receive wire pairs have to be crossed
over. That is, the receive pair at one end must be connected to the transmit
pair at the other end of the cable, and vice versa. The only exception to
using a crossover cable is when a hub has a special port containing the
crossover function.

In the following figure, four 12-port 10BaseT hubs are cascaded or con-
nected together. Although any one of these hubs can only support a maxi-
mum of 12 nodes, this four-hub network can support 32 nodes (only three
hubs may have stations attached and four of the ports are used for inter-
connecting the hubs).

[Flilllilllil [ ] [Flilllllill’ [ ]

[*lllllllllli ([ J [IIIIII*IIII# [ ]
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Four-hub, Cascaded 10BaseT Network

When expanding a network keep in mind the limitation of Ethernet net-
works. Informally, the limitation is referred to as the 5-4-3 rule: A network
may have as many as five segments connected together with four repeat-
ers as long as only three of the segments have stations connected to them.
In the above diagram, no two stations are separated by more than two
hubs. Hubs connected together in this manner are operating as repeaters.
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B Typical Topologies

LAN topology refers to how the wires are hooked up. There are two basic
topologies supported with Ethernet networks: bus and star. The standard
mediums of coax and twisted-pair use different topologies: Coax uses a bus
topology; Twisted-pair uses a star topology. Each topology has its advan-
tages and disadvantages.

Star Topology

Typical Topologies 35
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The topology that you choose will depend upon several factors:

» Cost of medium, connectors, etc. and installation costs.

A bus topology using a 10Base2 medium may be the lowest cost for
materials and installation if there are ony a few stations and a
short distance between the farthest stations. For larger size net-
works, twisted-pair medium is often the same price or even less.

Number of stations on a segment.

As shown in the summary, a bus topology using a 10Base2 medium
allows 30 nodes in a network segment. A star topology network
using 10BaseT medium is limited to the number of ports on the
hub. Hubs generally have 8, 12, 16 or 32 ports. However, multiple
hubs may be cascaded to make the number of stations allowed con-
siderably higher.

Distances between the two farthest stations.

The various mediums have restrictions on the maximum distance
for the segment. For instance, 10Base2 requires that the two sta-
tions farthest from each other be within 185 meters (607 feet). This
distance may be extended with repeaters or by bridging to alter-
nate mediums such as fiber optic.

Any existing network that you must connect with.

This is not a major consideration as there are bridges that can
interconnect between differing network mediums and topologies.
However, if you are merely adding a few stations to an existing
network, of course it is best to use the same medium and topology
as that existing network.

Maintainability. A bus topology requires that the bus be “broken”
in order to add a station. A star topology allows a station to be
added by merely connecting it to an unused port on the hub.

Star topologies are also more reliable and fault-tolerant when com-
pared to a bus. When there is a problem with the cable on a bus
topology network, the network fails. On a star, a failed cable
affects only the one station connected by it. Many hubs will auto-
matically disconnect a port when the connection is failing. They
may also have built-in diagnostics to help in troubleshooting prob-
lems with connections and cables.
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» Future expansion requirements.

This is perhaps the most important consideration because the net-
work topology and medium are generally installed in walls and
ceilings and thus become part of a building. Computers, NICs,
hubs, gateways, etc. can be and are upgraded easily. Changing the
wiring in a wall is not as easy.

A bus topology using a 10Base2 medium is the oldest network
architecture and enhancements to this medium are not likely. A
star topology using hubs and Category-5 10BaseT medium is com-
patible with the existing standards and can support 100BaseT
(Fast Ethernet) and probably future enhancements to the stan-
dard.

Typical Topologies 37

salbojodo|



Topologies

Ethernet Mediums and Topologies

B Small-size Office

In this text, a small office is a company using a single THEOS system
acting as a multiuser hub. The system uses THEO+Net to provide Login
Server capability for a few Windows-based workstations using THEOS
WorkStation Client. It is generally used in a single room or a few adjacent
rooms.

Assuming that future expansion is not a consideration, or if considered,
will require a physical move to new offices, the cheapest and easiest net-
work installation is a bus topology using 10Base2 thinnet coax medium.

. . i .
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|[EEEEES 2l
THEOS WorkStation THEOS WorkStation
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The coax cable may be placed in the walls and ceiling or merely run along
the walls near the floor, depending upon safety considerations and any
codes that may apply in your area.

The components necessary for this network are:

1. One NIC for each computer/workstation on the network.

2. One “T” connector for each computer/workstation on the network.
3. Two 50-ohm terminators for the bus.
4

Thinnet cable for each segment between the “T” connectors and for
each segment between the “T” connector and the NIC.

5. If in-the-wall wiring is done, then one jack for each workstation/
computer connection.

38
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The positions of the THEO+Net system and the THEOS WorkStation Client
systems on the network bus are irrelevant. Although logically the systems
are quite different, on the network, all connections are equal.

When wiring the coax, remember that the cable is continuous from one end
to the other, with a terminator at each end. “T” connectors are put into the
line where workstations or computers connect. Although it is possible to
connect or disconnect a computer from the network, do not add or remove
“T” connectors while the network is in operation.

Small-size Office 39
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B Medium-size Office

A medium-size office is an office with one, two or more THEOS systems
acting as multiuser hubs and THEO+Net Login Servers, and with several
Windows-based workstations using THEOS WorkStation. The distribution
of the system is across several rooms in the building and may involve sev-
eral dozen terminals and workstations.

Topologies

Although not the cheapest, the best network topology for this size of com-
pany is a star topology using 10BaseT, Category-5 twisted-pair medium
and components.

-
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THEOS WorkStN %EOS WorkStation
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The Category-5 twisted-pair cable is generally placed in the walls and ceil-
ing. When placed in the ceiling, many building codes require that you use
plenum-grade cabling.
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The components necessary for this network are:

One NIC for each computer/workstation on the network.
One or more hubs.
Optional punch-down block if hub installed in a “wiring closet.”

One jack for each workstation/computer connection.

AN S A

Category-5, twisted-pair cable for each segment between the hub
or punch-down block and each NIC.

6. Category-5, twisted-pair cable for connecting each workstation/
computer to the wall jack.

Although Category-3 grade cable and components could be used, by using
Category-5 during the initial installation, the wiring will not have to be
changed when the network is upgraded to Fast Ethernet in the future. The
price difference between Category-3 and Category-5 cabling and compo-
nents is much less than the price of reinstalling the wiring in the future.

If you are adding cabling to an existing Category-3 network, use Category-
5 for the new wiring. Category-3 and Category-5 cabling can be mixed. In
the future, when Fast Ethernet is needed, only the Category-3 portions of
the network need be replaced.

Medium-size Office 41
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B Large-size Office

A large office network is similar to the medium-size office described above.
The main difference is that the large office network is frequently distrib-
uted over several buildings or across large buildings requiring long cable
runs between separate subnetworks. Also, a large office network will fre-
quently have connections to a WAN such as the Internet.

The only network topology suitable for this size of company is a star topol-
ogy using 10BaseT, Category-5 twisted-pair medium and components.
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The components necessary for this network are:

7.
8.

One NIC for each computer/workstation on the network.
One or more hubs.

Optional punch-down blocks if hubs are installed in a “wiring
closet.”

One jack for each workstation/computer connection.

Category-5, twisted-pair cable for each segment between the hub
or punch-down block and each NIC.

Category-5, twisted-pair cable for connecting each workstation/
computer to the wall jack.

Optional modem for dial-up Internet connections.

Optional ISDN interface for dedicated Internet connection.

If distance between hubs exceeds 100m (328ft), you may need to use a
repeater or, alternately, use 10Base2 or 10Base5 coax medium between
hubs. Another option if the distance is great is to use fiber optic cabling
with the appropriate transceivers at each end.
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3 Bridges, Routers and
Gateways

Before discussing bridges, routers and gateways more fully, you should
understand why these devices and concepts might be needed and used.

B Internetworks

An internetwork is two or more networks connected together to form one
larger network. (Note the lowercase “i” on internetwork. By convention, the
global Internet is referred to using an uppercase “I.”) Although there are

several reasons why internetworks are used, the principal ones are:

» To reduce network traffic.
» To connect two or more dissimilar networks.

» For security.
B Reducing Network Traffic

A company with dozens or even hundreds of workstations connected on a
network may be sending several hundreds or several thousands of message
“packets” on the network every minute. Although networks and computers
connected to networks can handle this load, the effective throughput of a
system 1is degraded because of the frequent message collisions on the
medium.

To reduce this problem, networks with many nodes are frequently divided
into two or more networks, either logically or physically. For instance, either
by logical company divisions such as executive, sales, support, production,
etc., or by physical location such as first floor, second floor, north side, etc.

m Connecting Two Dissimilar Networks

A network of computers may use many different protocols: NetBEUI, Nov-
ell, TCP/IP, etc. Some network operating systems, like THEO+Net, only use
and recognize one protocol: TCP/IP. In order for a THEOS user to communi-
cate with a user on a system using another protocol, that other system will
have to have support for TCP/IP.

An alternate method of mixing systems with differing protocols is to use a
protocol converter. In this situation, the systems are kept separate, on their
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own networks. The protocol converter is then used to join the two networks.
See “Bridges” on page 48, “Routers” on page 50 and “Gateways” on page 52
for information about these converters and translators.

A similar reason for multiple networks exists when a new network is added
to a site that already has an existing network. Even when the existing net-
work is the same type and protocol as the new network, it is frequently
easier to add the new workstations and servers as a separate network and
connect this new network to the existing network with a bridge, router or
gateway, as appropriate.

W Security

The third common reason for using multiple networks connected together as
an internet is for security reasons. Although THEO+Net can be configured
to restrict access to or from specific nodes on a network with the View/Main-
tain Allow List, View/Maintain Deny List setup, the remote access security pro-
vided with Setup NETUSER is more flexible because it allows users on other
networks access only if they know a netuser account name and password.

When connecting two networks, the THEOS Login Server system should not
be the system operating as the gateway. A Login Server will treat all nodes
that it has direct access to as “local users.” If the Login Server system is the
system with direct access to the multiple networks, then all of the nodes on
those networks are local users and not remote users. As local users, they are
not required to pass the network user security. Either use a separate device
such as a router or bridge to connect the networks, or use one of the work-
stations as the gateway.
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B Repeaters

A repeater is the simplest type of hardware component in a network. Nor-
mally, it is used to connect two segments of similar medium. It regenerates a
signal received on one cable segment and then retransmits it to the other
cable segment.

O O O o O O

D Indicates a workstation or server

There are two types of repeaters: electrical and electrical-optical. An electri-
cal repeater simple receives an electrical signal and regenerates it. During
regeneration, a new signal is formed which matches the original character-
istics of the received signal. By transmitting a new signal, the repeater
removes any distortion present on the original signal, enabling an extension
in the transmission distance. Although several segments can be connected
with repeaters, and the overall length can be extended, there are limitations
on the total, extended length. For instance, a Thicknet coaxial bus-topology
network can only be extended to a maximum of 2.3 km.

A second type of repeater is an electrical-optical repeater. It is used to con-
nect a copper medium to a fiber optic medium. It converts an electrical
signal into an optical signal for transmission and performs a reverse func-
tion when receiving a light signal. Fiber optic mediums can be much longer
than copper-based mediums. Thus, two electrical-optical repeaters with
fiber optic cable between them can create a segment several miles in length.
Also, an electrical-optical repeater is used to 1solate portions of a network to
eliminate or reduce surges and lightening damage.

A repeater is restricted to connections between two identical network seg-
ments. For instance, between two Ethernet segments or between two Token
Ring network segments but not between an Ethernet and a Token Ring net-
work. A repeater extends a network segment, it does not connect or “bridge”
segments. The repeated segment is still a single network segment.
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m Bridges

A bridge is more intelligent than a repeater and is used to connect two or
more, possibly dissimilar networks. For instance, a bridge can connect an

Ethernet network to a Token-Ring network.

Although similar to a repeater in some ways, a bridge provides some key dif-
ferences. Principally, bridges can connect two dissimilar networks and it
performs filtering.

Filtering and Forwarding. When a bridge begins to operate, it examines
each message packet transmitted on the connected networks. By reading
the source address included in each message packet, the bridge maintains a
table of local addresses for each network. That is, addresses for the nodes on
that network.

It also reads the destination address in each message packet. If the destina-
tion address is not on that network, it merely ignores it. Only message pack-
ets addressed to nodes on the other network are actually forwarded across
the bridge. Repeaters, on the other hand, always forward all message pack-
ets that are received.

There are two types of bridges: transparent and translating. Both types pro-
vide the filtering and forwarding capabilities just described. A transparent
bridge is much like a repeater, although some transparent bridges do sup-
port the connection of differing mediums. For instance, a transparent bridge
could connect a 10Base2 medium to a 10BaseT medium in an Ethernet net-
work.
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A translating bridge provides the capability to connect two different net-
works, for instance, an Ethernet network to a Token-Ring network. Since
different networks generally use different mediums, translating bridges pro-
vide support for different physical connections.

Unlike a repeater and a transparent bridge, a translating bridge acts more
like a gateway between the two networks. It functions as two nodes, one for
each of the networks. For instance, it might be an Ethernet node on one side
and a Token-Ring node on the other. When a message packet from one net-
work has a destination for the other network, the bridge transforms the
message packet (leaving the data intact) into the type of message packet
needed on the other network. It then transmits that message packet on that
network, using the appropriate transmission protocol for the network.

A problem associated with translating bridges is the different message
packet lengths associated with different networks. For instance, Ethernet
message packets can vary from 64 to 1,500 bytes; a Token-Ring message
packet has a maximum size of 4,500 to 18,000 bytes, depending upon the
transmission rate. Thus, when using a translating bridge, the workstations
must be configured to transmit message packets with the size limited to the
smaller size of the networks connected.
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B Routers

A router is like a bridge in many ways. It connects two or more networks,
possibly dissimilar, and performs filtering and forwarding operations
between those networks. A router has more intelligence than a bridge and
operates at a higher level in the layered model for networks. The filtering
and forwarding decisions made by a router enables it to transmit the mes-
sage packets in a more orderly and efficient manner than allowed with

simple bridges.

This means that a router can determine the best path through a series of

data links from a source network to a destination network. It operates with
a single protocol, such as IP, IPX, etc. (There are special routers called proto-
col-independent routers that can operate between networks of different pro-

tocols. However, these are the exception.)

For instance, in the above internetwork, when network A wants to send a
message to network F, it can go through several different routes:
A-R1-R2-+R3+R4—+F A+R1+R3+R4—+F or A»R1-+R4—+F. A router, con-
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figured properly, will probably choose the last route: A>R1-+R4—F because
it 1s the shortest route. However, good routers will route a packet to its des-
tination over the best available path at the time of the transmission. For
instance, the shortest path might have experienced a lot of failures recently,
or there is an excessive amount of traffic on one or more legs of the shortest
route. This good router would choose a different route that is better at this
particular time. The next packet between the two networks might choose a
different path because the conditions have changed.

Another difference between bridges and routers is that routers support mes-
sage packet fragmentation and reassembly. As mentioned in the discussion
of bridges, one of its major limitations is that message packets must be
packaged using the shortest length supported by the most limiting network.
A router can fragment a long message packet and transmit it in multiple,
shorter lengths. The receiving router then reassembles the multiple mes-
sage packets, in the proper sequence, and transmits the message packet to
the destination network with a message packet length supported by that
network.

All of this intelligence and sophistication is not without a penalty. This pen-
alty is packet processing time, software complexity and cost. Since routers
provide more complex series of functions than bridges, their ability to pro-
cess packets is typically one-half to two-thirds the processing speed of
bridges. In addition, the time needed to program and setup a router adds to
its cost.
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B Gateways

A gateway is not so much a device as it is a concept. Originally, the term
gateway referred to a device providing a communications path between two
networks. Thus, a bridge and a router are gateways. A gateway may also be
a computer system that has access to two or more networks. For instance, a
computer with two NICs or a NIC and a dial-up adapter.

In THEO+Net, and in this manual, the term gateway is used to refer to a
computer or device on a network that has access to another network with a
second NIC or dial-up adapter. Because this type of gateway uses network
software to connect the two networks, it can have the intelligence to “route”

traffic between the networks.

A network may have multiple gateways, if there is more than one computer
on the network that has access to multiple networks.

Gateways

In the above internetwork, network A and C have single gateways, and net-
work B is connected to those two gateways.

Since THEO+Net supports Ethernet and PPP, it can only route between net-
works of those types. To connect to a different type of network, a translating
bridge or router must be used. An example of this is an ISDN router that
connects an ISDN Internet connection to your LAN.
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B Hubs

In Chapter 2 “Ethernet Mediums and Topologies” 10BaseT networks were
described. This type of network uses twisted-pair medium and wiring con-
centrators, also called hubs. Hubs are typically located in telephone wiring
closets, with stations and servers cabled to the hub in the form of a “star.”
Hubs can be connected together to form a bus of hubs, for instance, one on
each floor of an office complex.

Because workstations are connected to a single point, administration of a
hub-based network is normally simple and economical. A central point
allows network configuration and reconfiguration, monitoring and manage-
ment.

B Intelligent Hubs

An intelligent hub is a tremendous advance in functionality and capability

over conventional hubs. The intelligent hub includes its own microprocessor
and memory that can provide the ability to interconnect separate networks
through integrated bridges and routers.

Most intelligent hubs include a multibus backplane, which enables bridges
and routers to access and route data originating over multiple types of
media. With an intelligent hub, an administrator can enable or disable net-
work ports from a network management workstation, segment a network to
balance traffic better and improve performance, and facilitate troubleshoot-
ing and maintenance operations.

B Switching Hubs

Improvements in the design of intelligent hubs have led to the development
of a new type of hub: the switching hub. This type of equipment examines
the destination address of each message packet as a part of the decision cri-
teria to invoke a switching operation.

Some switching hubs are limited to working with individual workstations
connected to each port, while other hubs can switch message packets from
all workstations on a segment connected to the hub. These types of hubs are
primarily used in multispeed networks. That is, networks that have some 10
Mbs workstations and some 100 Mbs Fast Ethernet workstations.
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B Network Operations with Gateways

In a TCP/IP network, such as used by THEO+Net, each system is configured
so that the network software knows:

Its own IP address (see “IP Addresses” on page 22)
Its own subnet IP address (see “Subnets and Subnet Masks” on page
23)

» The local gateway’s IP address
Referring to the following network diagram, there are three networks, A, B
and C. The network A has four nodes A0Q, Al, A2 and A3, network B has

three nodes B0 through B2, and network C has four nodes: CO through C3.
These three networks are called subnets of this local internet.

TT TE

A3 C3

o
@ ° @

One of the computers (A3/B1/C3) is connected to all three subnets using
three NICs, one for each subnet. This system is the gateway between the

subnets.
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systems might be:

Bridges, Routers and Gateways

IP address | Subnet Mask Subnet IP gaeira?/vzlaty

A0 | 192.168.10.1 | 255.255.255.0 | 192.168.10.0 | 192.168.10.4
Al | 192.168.10.2 | 255.255.255.0 192.168.10.0 | 192.168.10.4
A2 | 192.168.10.3 | 255.255.255.0 192.168.10.0 | 192.168.10.4
A3 | 192.168.10.4 | 255.255.255.0 | 192.168.10.0

BO | 192.168.20.1 | 255.255.255.0 192.168.20.0 | 192.168.20.2
B1 | 192.168.20.2 | 255.255.255.0 192.168.20.0

B2 | 192.168.20.3 | 255.255.255.0 | 192.168.20.0 | 192.168.20.2
CO | 192.168.30.1 | 255.255.255.0 192.168.30.0 | 192.168.30.4
C1 | 192.168.30.2 | 255.255.255.0 192.168.30.0 | 192.168.30.4
C2 | 192.168.30.3 | 255.255.255.0 | 192.168.30.0 | 192.168.30.4
C3 | 192.168.30.4 | 255.255.255.0 192.168.30.0

The above table is only an example of the addresses that might be assigned
to the networks. What is important about this table is that it shows that the
nodes for each subnet share a common subnet IP address. Subnet IP
addresses for a NIC are defined by the IP address of the NIC and the subnet
mask, which defines which bits of the IP address define the subnet IP
address. This subnet IP address tells the network software which net-
work(s) it is a part of.

In this internet, the nodes A0, Al and A2 do not have direct access to the
nodes on the B and C networks. They may, however, communicate with
those nodes by sending the message to A3, asking it to forward or route the
message to the other network. That is why those nodes have their “Default
Gateway” set to the IP address of the gateway node. The default gateway for
a node tells the network software where to forward messages that are not
addressed to nodes on the local network(s).

A THEO+Net gateway performs forwarding but not filtering (filtering
doesn’t apply to Ethernet networks).
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For example, if node A1 wants to send a message to node C1:

1. Node Al: Since the message is not destined for a node on the local
subnet A, it sees that there is a default gateway on the subnet and
transmits the message with an intermediate destination of A3.

2. Node A3: Receives the message and sees that it is actually
addressed to C1, a node that is not on either of its local subnets (A
and B). The configuration for this system says that there is no
default gateway. It checks its routing tables and finds that the desti-
nation C1 can be reached by transmitting the message on its C net-

work NIC.

3. Node C1: Receives the message.
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4 Using a Proxy Server

A proxy server is software used on a networked computer with access to
two or more networks, one being the Internet. A proxy server is somewhat
like a special gateway with firewall capabilities. A firewall is software that
allows users on one side of the firewall (LAN) to have controlled access to
resources on the other side (Internet), but access from the outside (Internet)
is not allowed to the inside (LAN).

With a proxy server, a LAN with one of its nodes having direct or dial-up
access to the Internet, users on the other nodes of the LAN can easily access
the Internet.

THEOS System

L e

Windows System w/Proxy Server

In the above illustration, the users on the THEOS system can access sites on
the Internet because the Windows system is on the LAN and it has Internet
access and a proxy server. The THEOS users can use FTP Client, Telnet Client
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and TCP/IP Services clients such as NET TIME to connect to sites on the
Internet.

A proxy server is named proxy because it operates in place of the real site,
in this case, the Internet. The proxy server operates on behalf of the client
requesting a resource.

For instance, a THEOS user uses the Telnet Client to request a connection
to a Telnet Server on the Internet. The Telnet Client connects to the proxy
server and makes a request for a connection to the remote Telent Server.
The proxy server then creates a connection between itself and the remote
Telent Server on behalf of the Telnet Client. All data from the remote
Telent Server is received by the proxy server and forwarded to the Telnet
Client and all data and requests from the Telnet Client are forwarded to
the remote Telnet Server.

B Advantages of Proxy Servers

There are many advantages to using proxy servers:

» Only one connection to the Internet is required to service all of the
nodes on a local network.

» For dial-up connections to the Internet, some proxy servers can use
multiple modems to increase the effective throughput for Internet
connections.

» Proxy servers act as a natural firewall. The proxy server can be
configured to restrict requests from your LAN to the Internet.
Some proxies can also restrict access from the Internet to your
LAN.

» Proxy servers eliminate the need for a hardware router and the
complexities that go with installing and supporting a router. The
need to register each of your users with Internet addresses is elim-
inated.

» On-demand connections. Many proxy servers can be configured to
dial-up and connect to the Internet on demand and to terminate
the connection after a specified period of time or inactivity.

» Many proxy servers provide caching capabilities. This means that,
once one user has accessed a web page on the Internet, another
user requesting that same page will use the cached copy from
memory, which is much faster than downloading it again from the
remote site.
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B Disadvantages of Proxy Servers

The principal disadvantage of a proxy server, compared to using a router
with direct Internet connection, is the overhead involved. Using a proxy
effectively adds another communications link between the requesting
client and the remote server. The Internet already places many links
between you and the destination and one more link does not improve the
response time.

Another significant disadvantage doesn’t really have anything to do with
proxy servers. Frequently, a proxy server is used on a system with modem
access to the Internet. Modems, even with the latest technology, have very
low bandwidth (message carrying capability) compared to direct connec-
tions provided by ISDN and T1 lines.

Acquiring Proxy Server Software

There are many proxy servers available that can be installed on Windows
95 and Windows NT. Some are freeware, some shareware and others may
cost many hundreds of dollars. Use your Windows system web browser to
view the site:

http://www.windows95.com/apps/servers-proxy.html

Or use one of the search engines available on the Web and search for
“proxy server.”

Your web browser may have proxy server capabilities already built-in.

Configuring THEO+Net to use a Proxy Server

After you have acquired, installed and configured your proxy server on the
Windows system, you need to tell THEO+Net how to access the proxy
server. Each THEOS system on your network must be configured. Some
proxies can generate a report telling you the pertinent information that
you will need for configuring clients on the systems in your network. Be
sure to use this report, if it is available.
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m FTP

When a proxy server is installed and running on a node of your network,
you can use the FTP Client to access a remote FTP server in one of two
ways:

1. Use the PROXY option of the FTP Client command. Specify the IP
address of the node running the proxy server.

>ftp (proxy 192.168.25.32

2. Use Setup FTP and define the IP address of the node running the
proxy server as the default proxy address for FTP Client access.

With the proxy server’s node specified in the FTP configuration
file, you must use the NOPROXY option if you want to connect to a
site that is not routed through the default proxy.

3. When you have multiple proxy servers available to you, the default
server can be specified in the FTP configuration file. To access the
FTP servers via an alternate proxy server, use the PROXY option
on the FTP Client command to specify the proxy to be used for that
specific connection.

B Telnet

When a proxy server is installed and running on a node of your network,
you can use the Telnet Client to access remote Telnet servers by:

1. Use the PROXY option of the Telnet Client command. Specify the IP
address of the node running the proxy server.

>telnet hq.com (proxy 192.168.25.32

2. Use Setup TELNET and define the IP address of the node running
the proxy server as the default proxy address for Telnet Client
access.

When the proxy server’s node is specified in the Telent configura-
tion file, you must use the NOPROXY option if you want to connect
to a site that is not routed through the default proxy.

3. When you have multiple proxy servers available to you, the default
server can be specified in the Telnet configuration file. The alter-
nate proxy servers are accessed with the PROXY option on the Tel-
net Client command.
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Most proxy servers do not provide built-in support for the TCP Simple Ser-
vices such as DAYTIME, QUOTE and TIME. TCP Simple Services are
described on page 25. However, these services can frequently be configured

to proxy these requests in addition to the standard proxies that they pro-

vide.

The exact procedure will vary, depending upon the specific proxy server

that you are using. In general, there will be some method of defining
“mapped ports.” If this is available, define entries for:

Name Proxy Port | Type | Destination | Destination Port
Daytime 13 TCP your ISP 13
Finger 79 TCP your ISP 79
Quote 17 TCP your ISP 17
Time 37 TCP your ISP 37

TCP/IP Services
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5 Network Security

Security for a THEOS multiuser system has always been a concern but not a
major problem. Because THEOS is a multiuser system, the user connections
are almost always to terminals that are local and normally in the same
building as the main computer. Also, the user terminals are typically in a
company’s own building and, for the most part, the users were trusted
employees. THEOS also provides security among multiple users by adding
its own layers of protection, including user accounts, passwords and com-
mand privilege levels.

Of course, some systems allow dial-in connections. The standard user
accounts and passwords have provided sufficient security for most users.
For dial-in connections, there are dial-back modems available that offer
more secure access to your system.

However, with THEO+Net, the user connections may be remote, either in
different buildings from the main computer, or across the world with an
Internet connection. Additional security is necessary to protect your valu-
able company information. In addition to the standard user accounts and
passwords, THEO+Net provides two additional security features that con-
trol access to the THEO+Net Login Server.

» Allow/Deny IP address lists

» NetUser accounts and passwords

Additional security may be available with some router and gateway devices
Or Proxy servers.

B User Accounts

When THEO+Net is installed on a system, all user accounts should have
passwords. This is particularly important for all of the system accounts.
That is, all accounts with an account number of zero.

Refer to “Selecting Passwords” on page 67 for suggestions about user
account passwords.
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m Allow/Deny IP Addresses

The allow and deny lists are lists of IP address specifications. These lists
define which IP addresses are specifically allowed or denied access to this
system’s Login Server. These lists are maintained with the Setup NET,
View/Maintain Allow List, View/Maintain Deny List screens described on page
194.

The allow list is a list of addresses, address ranges and address subnets
that are specifically allowed to connect to the server. The deny list is a sim-
ilar type of list of addresses that are specifically not allowed to connect to
the server. These two lists are used in sequence. For instance, if a site
matches one of the entries in the allow list and also matches one of the
entries in the deny list, the client is not allowed to connect to this Login
Server.

If your system has connections to insecure networks, such as the Internet,
you should define IP addresses or subnet address that you want to have
access to your Login Server.

These lists are only checked if there is at least one entry defined in the list.
For instance, if there are no entries in the allow list but there is an entry
in the deny list, then all sites are allowed to connect except those listed in
the deny list. Conversely, if there are entries in the allow list but no entries
in the deny list, then only the sites specified in the allow list are allowed to
connect to your Login Server.

Generally, specific IP addresses for individual nodes or subnet addresses
for groups of nodes that you want to have access to your system are
defined in the allow list. When subnet addresses are defined in the allow
list, specific IP addresses of nodes on those subnets that you do not want to
have access to your system are listed in the deny list. For instance:

Allow List:

192.168.38.*
207.21.75.*

Deny List:

207.21.75.5
207.21.75.6

These specifications state that everyone on my local network
(192.168.38. *) is allowed to connect to the server. Also, everyone in the
subnet 207.21.75.* 1s allowed to connect except the two nodes
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207.21.75.5 and 207.21.75.6, which are specifically denied access to the
Login Server on this system.

If your system has access to the Internet, the allow and deny lists should
be used because Internet access might allow anybody to connect to your
Login Server. Refer to “Internet Access” on page 68 for additional informa-
tion about security issues and the Internet.

Remote User Security and Netuser Accounts

A remote user is a user whose IP address is not part of the subnets that
the Login Server has direct access to. (Subnets are described in Chapter 1
“Networks” in the section “Subnets and Subnet Masks” on page 23.)
Because remote users are less likely to be in the same building as the main
computer, and may not be a trusted employee, additional security is
offered to protect your system from unauthorized access by these users.

If remote user security is enabled (see “Enable Remote User Security” on
page 193), and a remote user passes the allow/deny list test and connection
permissions list test, they must enter a valid network logon user account
name and password. These account names and passwords are defined with
the Setup NETUSER screen. Refer to “Selecting Passwords” on page 67 for
suggestions about network user account passwords.

Network logon user accounts and passwords are separate from, and in
addition to, the standard user accounts and passwords used in THEOS
systems. When the Login Server recognizes that the client connection is a
remote user, it displays a special window asking the remote user to login:
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4 N

NETWORK User Logon

User Name: [

Password: [

Please enter your Network User name.

., )

Network user names and passwords may be 16 characters in length and
are case-sensitive. You must enter the name and the password exactly as
defined in the Setup NETUSER screen. The remote user is allowed a total
of six chances to correctly enter a valid network user name and password.
After six attempts, the connection is terminated.

When a remote user successfully enters the network user name and pass-
word, the standard user account name and password associated with the
network user name are used to automatically log onto a user account. If no
standard user account name is associated with the network user name, the
remote user is presented with the standard “Logon please” prompt. They
must then enter the standard account name and password before they are
logged onto the system. Thus, a remote user may have to enter two differ-
ent accounts and passwords: One to access the Login Server, another to
access the THEOS system.

Note: Once a user, remote or local, is logged into the system, they may use
the LOGOFF or LOGON commands to log onto a different command. If this
presents a security problem, be sure to assign a specific user account and
password to the network user name definitions. Then, use logon EXECs
and application programs to isolate the user from the CSI prompt. When a
system allows network access it should password-protect all accounts.
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B SendMail Security

There have been notices and announcements on the Internet and in the
public news media that some versions of the SendMail utility have security
weaknesses that allow users to gain access to a system without proper
authorization (that is, bypassing network accounting and logs). For many
reasons, these problems do not apply to the THEO+Mail SendMail Client.
Principally:

» The problems were associated with the SendMail utility found on
UNIX-based systems.

» The problems were associated with specific versions and imple-
mentations of the SendMail utility, not the basic design or protocol
used by SendMail.

The THEO+Mail SendMail Client does not have these weaknesses and,

because of its design and the design of the THEOS operating system,
cannot have these weaknesses.

Selecting Passwords

Password-protected accounts and network user names only offer security
when a “good” password is chosen. A sample set of guidelines for password
selection is shown below.!

Do not:
» Use your login name in any form (as-is, reversed, capitalized, dou-
bled, etc.).
» Use your first, middle or last name in any form.
» Use your spouse’s or child’s name.

» Use other information easily obtained about you. This includes
license plate numbers, telephone numbers, social security num-
bers, the make of your automobile, the name of the street you live
on, etc.

» Use a password of all digits, or all the same letter.

» Use a word contained in English or foreign language dictionaries,
spelling lists or other lists of words.

» Use a password shorter than six characters.

1. These are extracted from the InterNIC FYI RFC 1244.
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Do:

» Use a password with mixed-case alphabetic characters.

Use a password with nonalphabetic characters (digits or punctua-
tion).

» Use a password that is easy to remember, so you don’t have to
write it down.

» Use a password that you can type quickly, without having to look
at the keyboard.

Methods of selecting a password which adheres to these guidelines
include:

» Choose a line or two from a song or poem, and use the first letter of
each word.

» Alternate between one consonant and one or two vowels, up to
seven or eight characters. This provides nonsense words which are
usually pronounceable, and thus easily remembered.

» Choose two short words and concatenate them together with a
punctuation character between them.

Users should also be asked to change their password periodically, possibly
as often as every month. This makes sure that an intruder who has
guessed a password will eventually lose access, as well as invalidating any
list of passwords they may have obtained.

H Internet Access

Remote users on the Internet may try to connect to your Login Server if
they know your IP address on the Internet. If you have a permanent con-
nection to the Internet, your IP address is constant. Remote users may be
able to find your address if you have registered it with InterNIC or if you
have published the address in a location where they can find it. For
instance, your ISP may offer a directory of users or you may have a web
page that lists your IP address for Telnet connections.

If your connection to the Internet uses dynamically assigned IP addresses,
used by most dial-up connections, then your IP address may be different
each time that your system connects to the Internet. If your Internet
access 1s provided by a Windows 95 or Windows NT system, there are util-
ities available that can determine your current IP address and automati-
cally publish that information in a static location, such as a web page.
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Some are freeware and others shareware. Use your Windows system web
browser to view and search the site:

http://www.windows95.com/apps/netapps.html
Or use one of the search engines available on the Web.

When trying to determine whether or not a remote Internet user will be
allowed access to your system, you must consider whether or not they have
a static IP address or if they will be using dynamically assigned IP
addresses. If their address is static, merely add it to the allow list of IP
addresses.

If their address is dynamically assigned, you will have to use a subnet
specification for their normal ISP assignment. Have them contact their
ISP to determine the range of possible addresses that may be assigned
when they connect to the Internet. Using this information, define the IP
address subnet(s) or subnet ranges that will include all of the possible
addresses that they might be assigned.

Although you should always use network user names and passwords,
when the remote user has dynamically assigned IP addresses, network
user names and passwords are particularly important. You want to pre-
vent other customers of that ISP from gaining access to your system.
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B Summary

The security features described in this chapter are used in combination. In
order for a client connection to be established with your Login Server, all of
the security features must allow the connection. These features are tested

in the following sequence:

Security Feature NetTerm TWS Telnet
Allow List,
empty = allow all; 4 4 v
nonempty = client must be listed
Deny List,
empty = deny none; v v v
nonempty = denied if IP listed
NetUser Accounts If remote | If remote | If remote
User Accounts v 4 4
Logoff disconnect No No No

For instance, a connection from a client is attempted. If their IP address is
listed in the allow list, not listed in the deny list, automatic permissions
are disabled but the IP address is not listed in the connection permissions

database, the connection is refused.

Note that Telnet Client connections operate a little differently than NetTerm
Client or THEOS WorkStation Client connections.
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6 PPP and Dial-Up Networking

PPP and Dial-Up Networking (DUN) allows you to create a network connection between
two computers using a modem and telephone connection.

A dial-up connection to another system uses the Point-to-Point Protocol
(PPP), which is a standard definition of how two computers communicate
over a serial connection. The Point-to-Point Protocol between the two sys-
tems is not a replacement for TCP/IP, but rather it is a replacement for the
Ethernet standard used when two computers communicate over an Ether-
net medium. In fact, your system may use Dial-Up Networking to commu-
nicate with one remote computer and its network while at the same time it
uses Ethernet to communicate with the other computers on its LAN.

BunjiomiaN dn-fei@

When DUN is used, the TCP/IP Parameters, Login Server, Name Services,
View/Maintain Allow List, View/Maintain Deny List and View/Maintain Host
Names Database must still be configured on your system. If the system is
also part of a LAN using Network Interface Cards (NICs) and Ethernet,
the Interface Cards must also be configured.

When Dial-Up Networking is configured, any of the users on the system can
connect to a remote PPP server and use the connection to perform any net-
work operation supported by the PPP server system and this THEOS sys-
tem. When other systems on your LAN have designated your computer as
a gateway and a DUN connection is opened on this system, those other
sites on the LAN can use your computer’s DUN connection to access the
remote PPP server.

Because Dial-Up Networking connections are not fixed and you may con-
nect to a different PPP server each time that you connect, you must specify
which PPP server you want to connect to each time. To make this process
easier, the Dial-Up Networking configuration uses profiles to describe the
connection to the remote server. With a profile definition you define the
serial port to use, the telephone number to dial, the serial connection
speed and handshake, and your account name and password for that
remote PPP server. Refer to page 198 for a description of profile definition
configuration.

A PPP dial-up connection is created with the DialNet Command described
on page 103. This command also lets you monitor the connection and it is
used to terminate an open connection. Unlike Ethernet connections, which
are potentially available at all times because of the cabling used for the
connection, a DUN connection is only created or opened on demand.
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When you want to use a dial-up connection with one of the client applica-
tions provided with THEO+Net, you must use the DialNet command to
open the connection before you use the client to connect to a remote server.
For instance,

>dialnet start myisp

Profile "MYISP" connected successfully,
Host IP address: 206.163.58.53
Remote IP address: 204.245.231.131.

>ftp ftp.theos-software.com
Connecting to ftp.theos-software.com (207.21.75.100)

>dialnet stop myisp
Profile "MYISP" is now disconnected.

Other client applications, such as the TheoMail command provided with the
THEO+Mail Plus Pak, may allow you to specify the profile in the client’s
configuration so that you don’t have to create the connection first with the
DialNet command.

B Dynamic IP Assignment

When Ethernet is used to connect your system to another computer, the
two systems have fixed IP addresses and these IP addresses are rarely
changed. However, because Dial-Up Networking normally connects you to
an ISP, and most ISPs have multiple computers handling incoming connec-
tions, the IP address of the remote PPP server may be different each time
that you connect. This does not cause any problems if you use domain
names instead of dotted IP addresses to refer to the servers on the dial-up
network.

If you have a dedicated connection to your ISP, they allocate a specific tele-
phone number and modem for your exclusive use. Any connection to that
modem has a previously defined, fixed IP address which was assigned
when the you arranged for the dedicated connection account. This IP
address will not change as long as you maintain that account with the ISP.
With a dedicated connection, your IP address is constant and other people
on the Internet can easily connect to your system with the TWS or NetTerm
clients or a Telnet client. If you have other network servers installed on
your system such as the FTP and HTTP servers provided with the
THEO+Server Plus Pak, they can also access those servers with standard
network FTP clients or web browsers.

However, if you don’t have a dedicated connection to the ISP, each time
that you connect, the ISP assigns an IP address for your computer from
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the pool of available IP addresses that it has. This is called dynamic IP
assignment.

With dynamic IP assignment, your IP address on the remote network will
probably be different each time that you connect. Because it changes each
time, other users will not be able to configure their clients to access your
system when you are connected. However, they may still access your
system if you tell them what the IP address is. When the DialNet Command
connects to the PPP server it reports the IP addresses for both the remote
site and for your connection to that site.

>dialnet start myisp

Profile "MYISP" connected successfully,
Host IP address: 206.163.58.53
Remote IP address: 204.245.231.131.

The “Host IP address” is the IP address for your computer; the “Remote IP
address is the IP address for the ISP’s computer that you have connected
to. To let other users know your host IP address you can send them an e-
mail message, transfer a web page or data file with the information using
your FTP client, if that web page or file is transferred to a site that is
accessible by your users. To assist you, the DialNet command writes the IP
address assigned to your computer to the file SYSTEM.THEOS32.DUN_IP:S. This
file can be used by an application to automate the notification to users of
your current IP address.

The SYSTEM.THE0S32.DUN_IP:S file is replaced each time that a profile is con-
nected and it is erased when a profile is disconnected. If you have multiple
telephone lines and modems connected to your computer and you have
more than one profile connected at a time, only the last profile connected is
retained in the SYSTEM.THEOS32.DUN_IP:S file and this file is erased when any
profile is disconnected.

Be aware that when you post your TP address to a site that others can see,
your system might be accessed by any user. If this is a concern, implement
all of the security features described in Chapter 5 “Network Security,”
starting on page 63.
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7 NIC Installation

Each server and each workstation in a network of computers is connected via a Network
Interface Card (NIC). A NIC is a circuit board or PCMCIA card that installs inside of the
computer and provides a connector plug for connecting the card to the network medium.

-
o] LU REL LTI

THEO+Net can use any of the following cards:

NE2000 Compatible

SMC EtherCard PLUS Elite and Elitel6

3COM PCI Fast EtherLink XL, model 3C905-TX and 3C905B-TX
PCI cards using Realtek 8029 and 8139 chipsets

LinkSys LNEPCI2

vV v.v vV

A list of specific adapter cards that have been tested can be found on the
THEOS web site, at the following address:

http://www.theos-software.com/support/hardware.asp

Many modern NICs provide for three connectors, any one of which can be
used. These connectors may be a BNC connector for connecting to a 10Base2
medium, a DB15 for connecting to a 10Base5 medium and a RJ45 for con-
necting to a 10BaseT medium. To connect to multiple networks, multiple
NICs must be installed and configured.

The NIC must be installed prior to configuration and usage of THEO+Net.
To install or replace a NIC, follow the directions supplied with the network
card. Except for PCMCIA cards, installation of a NIC requires the opening
of the computer case. Make sure that the computer is powered off and follow
the instructions provided with the computer for safely opening and install-
ing cards in the case.
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Most NICs are configured with software, which is generally supplied as a
DOS program. To use this software, you will need to boot the computer with
DOS and then run this utility on all systems that will be used as THEOS
servers and clients. You cannot use THEO+DOS to run the DOS configura-
tion program—you must boot the system in DOS mode.

For Windows-based clients and servers, follow the instructions supplied
with the card and use the networking software available for that operating
environment.

During installation of the card, write down the network card configuration
information because you will need it to configure the servers and clients.
Specifically, you’ll need to know:

» 1/O address

» Memory address

» Interrupt IRQ)
If some type of “connection test” utility is included with the network cards,
use it to be sure that the cards are communicating properly. DO NOT con-

tinue with the installation procedure until you know that the network cards
are communicating with each other.

B PCI Bus, Plug and Play NICs

THEO+Net can use PCI “Plug and Play” (PnP) cards if they use the Realtek
8029 chipset. Other types of cards may be supported. Check the THEOS web
site for the list of tested NICs.

For NICs that are “plug and play,” there isn’t any DOS setup utility and, if
supported by THEO+Net, you do not use DOS or Windows to initialize the
card. The Setup NET command can determine the I/O address, memory
address and IRQ setting for these cards.
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Installing NIC on a Laptop Computer

Laptop computers connected to a docking station should use a standard ISA
or PCI bus NIC. Follow the normal procedures described above if this is the
case. Doing so will avoid the power-off reset situation that normally hap-
pens with a laptop using PC cards.

Laptop computers used without a docking station use PCMCIA cards (PC
cards) for Network Interface Cards. The NIC PC card must be one of the
cards supported by THEO+Net or be NE2000 compatible. Be sure that the
card has a connector that is compatible with the rest of your network (RJ45
or BNC).

To use the PC card NIC with THEO+Net, you must load the software drivers
supplied with the PC card and configure it under DOS. This can be either a
stand-alone DOS version or DOS under Windows. The DOS drivers must
initialize the card so that THEO+Net can recognize it.

The configuration of the card may need only be done once. Typically these
cards default to using port address 300 and interrupt 10. Interrupt 10 gen-
erally avoids conflict with sound boards that might be built into the laptop.

Powering off the computer or pressing its “Reset” button will generally reset
the devices in the computer. Therefore, once the card has been configured,
DO NOT POWER OFF the laptop. You must either soft-reset ([Ct)+(Al}+(Del])
or use a DOS reboot program that resets the computer without resetting
devices. Otherwise, THEO+Net will not find the adapter.

On some laptops, (CiT)+{Af])HDel) will also reset the PCMCIA card. If this is
the case, THEO+Net will not find it. In this situation, you can use the DOS
DEBUG utility to “write” a program called REBOOT.COM, then reboot the
laptop out of DOS by typing “REBO0T.”

At the DOS prompt type the following:

>DEBUG REBOOT.COM

A 100 |Enter «
INT 19 (Enter «

R CX |Enter &
2 |Enter «
w [Enter «

The above program may not work for all computers and NIC combinations.
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B Windows-Only Laptops

If there is no prior version of DOS installed (just the version that Windows
installs), when you reboot the system, select “DOS” from Multiboot. When

you see the message “Starting Windows...” press the key and select the
“Command Mode Only.”

When you get to a prompt, load and setup the PC card drivers by executing
the BAT file that loads them. Reboot the computer using the REBOOT.COM pro-
gram that you created. Choose “THEOS” when the Multiboot selections are

displayed.
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8 THEO+Net Installation

This section assumes that you have a working computer system, with
THEOS 32 Version 4 installed and configured, and with a Network Inter-
face Card properly configured.

Your THEO+Net Package

The THEO+Net package consists of a set of floppy diskettes, and an autho-
rization code.

The authorization code is supplied on paper. This is the only copy that
you will receive. Please keep this document with your operating system
diskettes and make several copies. Replacement authorization codes can
be obtained from your THEOS reseller, but that takes time and there may
be a charge.

Installation Procedures

To install THEO+Net Version 4, follow these steps:

1. Boot the system with THEOS 32 Version 4, preferably in “Mainte-
nance Mode,” or at least make sure you are the only user logged
onto the system. To boot the system in maintenance mode, press
(Esc] when prompted during the boot process.

Maintenance mode is preferred because that is what you are doing:
Maintaining the operating system by installing a major operating
subsystem. It is important that other users are not active on the
system. The installation process updates some system files that
may be in use by other users if they were logged onto the system.

Maintenance mode might not be available on the system. If you are
not asked when the system boots, you will have to change the sys-
tem configuration to allow maintenance mode. Use the Sysgen
command described in the THEOS System Reference manual.

If maintenance mode is not used, be sure that networking is not
started. If it is started, you will have to disable it (use the Setup
Net command) and reboot. Once networking is started the only
way to stop it is to reboot the system.
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2. Log onto the “system” account. Make sure you are at the CSI
prompt.

3. Insert the first diskette of the set of disks provided with
THEO+Net into your diskette drive.

4. Enter the command:

>install

If the diskette drive you are using is not the normal, default “F”
drive, specify the drive code letter after the “install” command
name.

For instance, if you are using the “G” drive, enter the command:

>install ¢

This program loads and executes the installation program for
THEO+Net from the diskette.

5. The THEO+Net Version 4 installation screen displays and prompts

you to enter the authorization code, which was supplied as a docu-
ment with this product.

(" THEOS® THEO+Net Installation ‘\

—_—

—

F1 = Help ESC = Exit
\ . I

6. Enter the authorization code in the box and press (Enter &]. It can be
entered with uppercase or lowercase letters.

If you enter an invalid authorization code, the message: “Incorrect
access code!” is displayed. You are given three chances to enter a
correct code. If a valid authorization code is not entered on the
third attempt, the installation process exits.
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7. After the code is accepted, installation begins. Progress informa-
tion is displayed as the files are copied from the diskette onto your

system. When prompted, insert the next diskette.

This completes the installation of THEO+Net Version 4.

Upgrading THEO+Net PowerStep

THEO+Net, like the operating system itself, has a PowerStep associated
with it. The PowerStep for a THEOS product is a license controlling how
many users may be started at any one time. The PowerStep for
THEO+Net is subordinate to the PowerStep of the operating system. The
PowerSteps available for THEO+Net are:

p(;r\,l:eEr(S)tzp THEO+Net PowerStep
1 Not available
2 1
3 lor2
5 1,2,30r4
8 and above | Any value less than or equal to the THEOS PowerStep

For instance, a system with a PowerStep of 32 and a THEO+Net Power-
Step of 12 may have 33 users connected and logged onto the system (32
plus the main console), any 12 of these may be network users.

To upgrade your THEO+Net PowerStep, perform a normal upgrade of
THEO+Net first. After you have upgraded the software, restart the install
process and then select the “Change PowerStep” item in the installation
menu. You will be prompted to enter your new authorization code for your
new PowerStep. The installation program changes your THEO+Net Pow-
erStep to the number of users associated with the new authorization code.

Upgrading THEO+Net PowerStep 83

uone|eisu|



Installation

THEO+Net Installation

B Acquiring an Updated Copy of THEO+Net Version 4

A system with THEO+Net Version 4 already installed on it may be
updated to a later version by obtaining the most current version from
THEOS Software Corporation (resellers) or by downloading the current
version from the THEOS Web site (resellers or end users). The THEOS
Web site contains the latest version of most software provided by THEOS
Software Corporation.

The latest version of the commercial release of THEO+Net can be found by
going to the “Download” link in the home page:

http://www.theos-software.com

Be sure to view the “Installation instructions” link in the download direc-
tory entry for THEO+Net Version 4. A software portal and a matching
authorization code are required to install THEO+Net onto a computer,
even when the software 1s downloaded from the Web site.

The THEOS Web site may also allow you to download a “beta” version of
THEO+Net. A beta version of software is a pre-release version and is not
intended to be installed on a production system. A beta version may con-
tain errors that could affect data integrity or operation of your system.
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B Using THEO+Net to Acquire Updated Copy

If you already have a version of THEO+Net on your system and it has
Internet access, you may get the current version from the THEOS FTP site
using the FTP client included with THEO+Net.

>ftp ftp.theos-software.com

possible proxy connection messages

Welcome to THEOS Software Corporation FTP site.
Anonymous user logged in.

FTP? bin
Using Binary mode to transfer files.

FTP? cd theos/theo+net
CWD command successful.

FTP? 1s

_INDEX.TXT
THEONET.ZIP
TOOLKIT.ZIP
TWS136.ZIP

FTP? get theonet.zip
Receiving theonet.zip (1 of 1)
422,370 bytes received in 143.6 seconds (2.94 Kbytes/sec)

FTP? bye
Goodbye

>

The file downloaded will be the current version of the THEO+Net product.
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The specific name of the compressed file that was actually downloaded
must be used when uncompressing it.

>unzip theonet.zip

Archive: /TEMP/THEONET.ZIP:S
inflating: THEONET1.IMG
inflating: THEONETZ2.IMG

The UNZIP utility can be downloaded from the THEOS FTP site. It is
located in the /theos/misc directory. If you don’t have a copy on your sys-
tem, download the UNzIP.cMP file, uncompress it with the EXPAND utility,
and rename it into the sysTEM.cMD32 library.

Copy each of the image files to floppy diskettes.

>backup f (buffer from theonet1.img

>backup f (buffer from theonet2.img

Use these diskettes to install the new version of THEO+Net.
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This section assumes that you have already installed, configured and
tested the Network Interface Cards (NICs) on this system and that
THEO+Net has been installed onto the system.

THEO+Net needs a lot of information before it can be used on a system. To
define this information, you will need to use the Setup command. This com-
mand is fully described in Chapter 20 “Setup Command,” starting on page
185. In this chapter, only the basic, minimal configuration is described. To
configure THEO+Net for basic usage as a Login Server for local networked
computers, Setup NET must be performed. To fully configure THEO+Net
you must also use Setup FTP, Setup NETUSER and Setup TELNET.

In configuring THEO+Net, you must:

1. Tell THEO+Net how to communicate with the Network Interface
Cards on this system.

2. Tell THEO+Net how TCP/IP is used on this system.

3. Tell THEO+Net how the Login Server is used on this system.

Other information may be necessary if you wish to use more than the basic
Login Server function of THEO+Net.

Configuring THEO+Net

Before configuring THEO+Net, you will need to collect some information
or decide upon some standards you will use in your network. First, get the
information you wrote down when you installed the NIC. This information
includes:

» I/O Address
» mapped memory address
» interrupt (IRQ)
If your system is connected to more than one network and you installed

more than one NIC, you need the information for each of the cards that
were installed.
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Also, you will need to choose:

» A name for your computer on the network

» The IP address for your computer

Note: You do not need to be in maintenance mode when configuring
THEO+Net. You do, however, have to be logged onto the SYSTEM account.

Use the Setup command and select its NET function:

>setup

THEOS® 32 Setup Menu

ACCOUNT: Configure User Accounts

CACHE: Configure disk cache

COLOR: Configure session colors, object colors

CRT: Configure Main Display

DISK: Configure hard disk, or change active partition
EMAIL: Configure Email Accounts

FAX: Configure THEO+FAX

FLOPPY: Bulk unconditional or quick format floppy disks
FTP: Configure FTP Client

NETUSER: Configure User Names for Non-Local Network Users
SERVER: Configure FTP and HTTP Server

SIO0: Configure Nonintelligent COM ports

SYSGEN: Configure system configuration

TELNET Configure Telnet Client

- J

When selected, you are presented with a menu of items that you can con-
figure for THEO+Net.

TCP/IP Parameters

Interface Cards
Login Server
Dial-Up Networking
Name Services

Exit
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B TCP/IP Configuration

First, choose the “TCP/IP Parameters” menu item. This displays the follow-
ing screen:

Computer Name: MYNAME

Default Gateway:

Auto Start Network: Yes
Start TCP services: Yes
Number of Sockets: 64

Computer Name. Enter the name you have chosen for this computer. If
you are not sure what type of name to use, read the section “Choosing a
Computer Name” on page 98.

Default Gateway. For most small networks that are self-contained, merely
leave this field blank. One common situation that might require an entry

in this field would be a local network that is composed of two or more net-
works with dedicated gateways or systems using multiple NICs. Another

example would be a network with a Windows-based system using a proxy
server to access the Internet over a dial-up adapter.

If this system is part of a network that has access to multiple networks,
then specify the IP address of the node that is operating as a gateway to
the other network(s). When there is a proxy server providing access to the
Internet, specify the IP address of the system running the proxy server. If
there are multiple gateways on the network, specify the IP address of the
primary gateway.

When there is only one network that you have access to, leave this field
blank, or if this system is the only gateway in the network, then leave this
field blank. For more information about gateways, refer to Chapter 3
“Bridges, Routers and Gateways,” starting on page 45.

Auto Start Network. A “Yes” entry specifies that the network is started
and enabled when the computer is booted. A “No” entry causes the net-
work to not start automatically on system boot.

Enter a “Yes” for this field unless you want to “manually” start the net-
work after bootup.
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Start TCP services. For most systems, enter a “No” in this field. You would
enter a “Yes” if you want to be able to use this system for the diagnostic
services such as CHARGEN and ECHO or if you wanted to use the DAYTIME,
QUOTE or TIME services. Refer to the Chapter 13 “Net Command” for a
description of the “Server-Functions.”

Number of Sockets. A pair of sockets is assigned and used for each user
connected to the Login Server. The default value of 64 supports 20 to 30
user connections to the Login Server. If your network needs more user con-
nections than this, enter a larger value.

B NIC Configuration

Choose the “Interface Cards” menu item. This displays the following
screen:

_
Add Interface

Delete Interface

Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface

0ONO®UHWN=

Since there are no NICs configured, all of the choices except “Add Inter-
face” and “Exit” are grayed, indicating that they cannot be selected. Press
while the “Add Interface” item is highlighted.

When adding a new interface card you must first specify the type of card.
You must have the card physically installed in the computer so that the
setup process can offer the appropriate selection of card types available.
For instance, the following menu displays when there is an ISA network
card installed in the system.

NE2000 Compatible ISA

SMC EtherCard PLUS Elite ISA
SMC EtherCard PLUS Elitel16 ISA

Exit

Select the appropriate card type from the list offered. If your card type is
not offered the card is either not supported or you have not installed it cor-
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rectly. After a card is selected the following screen displays (it may be
slightly different depending upon the card type selected).

—r A eEe—— e _———_—_—

\ELT-H NE2000 Compatible

IRQ: 3
Port: 320
Memory: N/A

Use DHCP: No

IP1 :
SubNet1 :

Use the information that you wrote down during the card installation for
the fields “IRQ,” “Port” and “Mem.” Leave the field “Use DHCP” set to “No”
unless you know that your system uses a Dynamic Host Configuration
Protocol server. Most systems will not have this type of server on their net-
work.

The fields “IP 1” and “Subnet Mask 1” define your system’s network
address. Read the section “Selecting Your IP Address and Subnet Mask”
on page 96, if you are at all unsure about the values to enter here. Once
these fields have been defined, press to save and exit this screen. The
other fields for “IP 2” etc., are not needed except in very special circum-
stances.

When you are finished, your “Interface 1” definition should look something
like:

Name: NE2000 Compatible
IRQ: 3

Port: 320

Memory: N/A

Use DHCP: No

IP1 : 192.168.1.1
SubNet1 : 255.255.255.0
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B Login Server Configuration

Next, choose the “Login Server’ menu item. This displays the following
screen:

Auto Start Login Server: Yes

Enable Remote User Security: Yes
Maximum Network Connections: 32

Log Frequency: Daily
Log Directory/Filename: /logs

View/Maintain Allow List...
View/Maintain Deny List ...

Auto Start Login Server. If you want this system to provide login services
to other users on the network, and if you want this Login Server to be
started automatically each time that the network is started, enter a “Yes”
in this field. If either of these conditions is not true, enter a “No.”

You can always start and stop the Login Server manually with the NET
START and NET STOP commands.

Enable Remote User Security. Remote user security refers to access per-
missions for network users who are not part of the local network. In gen-
eral, this field should be left with a “Yes” entry. See “Setup NETUSER” on
page 203 for a description of the maintenance of the remote user security
database.

Maximum Network Connections.  The default value for this field is 32. It
refers to the maximum number of login user sessions that are allowed on
this system. You may enter a value between 8 and 128 if you want to allow
fewer or more network connections to this system.

Log Frequency. In general, this field is left with a “No Log File” entry
unless there are problems with network connections and you need to see
the transaction log for this system. If you want logging enabled, select one
of the rotating frequencies of “Daily,” “Weekly” or “Monthly.” This will keep
each log file smaller and will allow you to find the log entries for a particu-
lar network session much easier than the “One Log File” selection.

Log Directory/Filename. This field is disabled if the previous field was set
to “No Log File.” If a “One Log File” frequency was selected you must enter
the path and file name that you want used for your network log. When one
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of the rotating log frequencies is selected, enter only the path for the log
file. The log file name is determined by the frequency selected.

The “View/Maintain Allow List” and the “View/Maintain Deny List” items
do not have to be configured at this time. If you wish to do so, refer to the
description in the Setup command for these items, which are described on
page 196.

m Dial-Up Networking Configuration

If you have an Internet Service Provider and you will be using a modem to
connect to that ISP, you must configure the PPP server and define a profile
that describes the connection to the ISP. Choose the “Dial-Up Networking”
menu item.

Auto Start Dial-Up Server: Yes

Tone Dial: Yes
Log Frequency: Daily
Log Directory: /logs

View/Maintain Profiles ...

Auto Start Dial-Up Server. Use a value of “Yes” in this field and the PPP
Server is started when the network is started. When this field is “No,” the
PPP Server is only started and stopped with the Net START PPP and Net
STOP PPP commands.

Tone Dial. Specify “Yes” if you want all of the profiles to connect using tone
dialing. A “No” in this field defaults to pulse dialing.

Log Frequency. This field specifies whether or not PPP connections are
logged and how frequently the file is “rotated.” When this field is set to
“None” no PPP logging is maintained.

With this field set to “Single,” “Daily,” “Weekly” or “Monthly” records are
written to the PPP log file every time that a major event occurs with the
PPP client. For more information about these files, refer to “Network Log
File” on page 246.

Log Directory. This field is used only when the previous field is not set to
“None.” It specifies the path and possibly the name of the PPP log file.
When the Log Frequency field is “Single” both the path and file name of the
log file is specified here. When the Log Frequency field is “Daily,” “Weekly”
or “Monthly” only the path to the log file is specified. The specific log file
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name will be determined by the log file name rules described in “Network
Log File” on page 246.

View/Maintain Profiles. Use this item to create a profile for connecting to
your ISP.

Since there are no profiles defined yet, selecting this menu item displays a
message “*** Empty List ***.” Create a new profile definition by pressing

the key.

When you create a new profile or modify an existing one, the following
window displays:

Name:

Login:
Password:
Phone Number:
Serial Port:
Baud Rate:
Flow Control:
Timeout:
Modem Init:
Script File:

For the “Profile Name” field, you can use your ISP’s name if you want. For
the “Login Name” and “Password” fields you must enter the account name
and password that your ISP assigned to you. Because the “Login Name”
and “Password” fields are case-sensitive, you must enter them exactly as
specified by your ISP. After entry, the password is encrypted and displayed
as asterisks. You will not be able to see this value again.

Specify the phone number used for dial-up access to your ISP. The “Serial
Port” must be the name of the port that the modem is connected to. The
serial port must be specified with the physical name of the port, not the
logical name that it might be attached as. For instance, use MULTI12
instead of COM5.

The “Baud Rate” is the transmission speed between your computer and the
modem, not the connection speed which is determined by negotiations
between the two modems. Use a speed that is sufficiently high to allow the
modem to communicate at its most efficient speed. For instance, if your
modem is a 28.8K or 33.6K modem, specify a baud rate of 38,400.

Specify a “Time-out” value that is appropriate for your expected usage.
This value determines how long the modem connection is maintained
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when there is no activity. If you want the connection to remain open indef-
initely (and your ISP allows this), specify a time-out value of zero.

Save the profile definition by pressing the (F10] key.
B Domain Name System Server Configuration

Although you don’t have to have a Domain Name System (DNS) server
configured with THEO+Net, if you have access to the Internet defining the
DNS server makes it much easier to use the system when a DNS server is
available. The DNS server is responsible for translating a domain name to
its dotted IP address. Without a DNS server available, you must specify all
network references using the dotted IP address. This can be very awk-
ward, at best.

If your system only has access to the LAN, no DNS server is required.
Instead, the View/Maintain Host Names Database may be used to translate
names to the IP address of the local system.

When the network has access to the Internet, your ISP will provide the IP
addresses for the DNS server that it has available for your usage. Choose
the “Name Services,” menu item. This displays the following screen:

Domain Name:

DNS Server
DNS Server
DNS Server
DNS Server

A WON =

View/Maintain Host Name Database

If your system has a domain name registered with InterNic, enter that
name in the “Domain Name” field. If your network is not registered then
leave this field blank.

Enter the DNS server IP address provided by your ISP in the IP 1 field.
Some ISPs may provide multiple IP addresses for DNS servers. If yours
did, then enter them in the same sequence that your ISP provided them.

When using a proxy server to access your ISP, it may require that it be
specified as your DNS server. Refer to the instuctions for the proxy server.
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The “View/Maintain Host Name Database” item does not have to be config-
ured at this time. If you wish to do so, refer to the description in the Setup
command for this item, which is described on page 201.

B Finishing the THEO+Net Configuration

The remaining menu items in the Setup NET command may not have to be
used at this time. With the configuration done so far, this system is ready
for usage as a Login Server for access by other network users with their
NetTerm Client, Telnet Client or THEOS WorkStation Client applications. And
you may use this system’s NetTerm Client to access other THEOS Login
Servers on the network.

If you are ready to use networking, exit the setup menus by pressing the
key until you are at the CSI prompt again. Make sure that all users
are logged off and then reboot your system using the Reboot command.

The Setup command also allows you to configure your FTP Client and Telnet
Client. These client applications are used to access servers on other sys-
tems on your network or on remote networks that you have access to.

If you think you need to configure these parameters at this time, refer to

Chapter 20 “Setup Command,” starting on page 185, for a complete
description of all of these configuration screens.

B Selecting Your IP Address and Subnet Mask

Read the section “Identifying Hosts on a Network” on page 22 for a
description of IP addresses and subnet masks.

There are two different situations affecting how you select your IP
address: Either you have a network with direct, dedicated Internet access
or you do not.

B Dedicated Internet Access

If you are using a dedicated connection to the Internet through an ISP,
they will assign you an IP address or an IP address subnet. In this situa-
tion, all of the computers on the network that have this dedicated Internet
access must use the addresses assigned by the ISP and the subnet mask
associated with that address or addresses.

B No Internet Access or Nondedicated Internet Access

For computers that do not have Internet access or are part of a subnet that
does not have dedicated Internet access, you should choose one of the
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address subnets unused by Internet systems even if your system has no
access to the Internet. Although your network does not have the access at
this time, it might in the future. When that future arrives, you will have to
re-address all of your computers unless you select non-conflicting
addresses from the start.

The address ranges that will never be assigned to nodes on the Internet
are:

Class A: 10.0.0.0 — 10.255.255.255 =16,777,214 nodes
Class B: 172.16.0.0 — 172.31.255.255 =1,048,574 nodes
Class C: 192.168.0.0 — 192.168.255.255 = 65,534 nodes

The set of addresses you choose depends upon the number of nodes that
you have or expect to have on your network. Generally, the last set will
provide sufficient addresses for your needs.

Pick a subnet address in the 192.168 range of addresses. For instance,
192.168.20. Write down the subnet mask for this address. In this case, the
subnet mask will probably be the standard Class C subnet mask of
255.255.255.0.

Now, all of the addresses for the computers on this local network must
start with 192.168.20. The last portion of the dotted IP address uniquely
identifies the computer on this local network. It is not necessary to assign
the addresses sequentially. They may be assigned in any order that you
like.

A network with one server and one client might assign the addresses
192.168.20.1 and 192.168.20.2 respectively. If you are setting up a 10-node
network (one server and nine clients, five servers and five clients, eic.), you
might assign addresses beginning with 192.168.20.1 for the first server
and ending with 192.168.20.10 for the last client, or 192.168.20.1 through
192.168.20.5 for the servers and 192.168.20.101 through 192.168.20.105
for the clients.

If there are multiple, local networks connected with routers and gateways,
each of the networks must use subnet addresses that are different from
the subnet addresses in use by the other networks. For instance, if one net-
work uses 192.168.20.0 for its subnet address, the other networks must
use a different value, such as 192.168.21.0 and 192.168.22.0, etc.
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B Choosing a Computer Name

In order to easily distinguish between multiple computers on a network,
we give them names. With THEO+Net, computer names may be 15 charac-
ters in length, may contain the dash character ( - ) and any alphanumeric
character (including the international, accented characters). They must
start with an alphabetic character.

The name that you assign your computer may be used by many other cli-
ents and servers on the network. Even if your network is small now, maybe
with only three computers connected to it, it may not be that way always.
To avoid problems either now, or in the future, a good name for the com-
puter should be chosen.

The following are some do’s and don’ts you should consider when choosing
a name for a computer.

Do not:

» Overload other terms already in common use.

Choose a name after a project unique to that machine. For
instance, “Documentation,” “Engineering,” “Sales,” etc.

» Use your own name. Even if the computer is on your desk, it may
be moved in the future and then it wouldn’t be yours anymore.
Who wants to use a computer with someone else’s name assigned
to it?

» Use long names. Long names are hard to remember and even
harder to type.

» Use alternate spellings or words. For instance, the name “Rigle”
instead of “Rigel” (it’s the name of a star).

» Use domain names. This is not really a problem with THEO+Net
systems because domain names require a period in the name and
periods are not allowed in a THEO+Net computer name.

» Use domain-like names.
» Use antagonistic or otherwise embarrassing names.

» Expect case to be preserved. Not all computers distinguish
between two names that are the same except for the case mode
used.
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» Use words/names that are rarely used.
» Use theme names such as colors, feminine names, etc.

» Use real words. Random strings are inappropriate for the same
reason that they are so useful for passwords: They are hard to
remember.

» If multiple companies may have computers on the network, use
company names or initials as part of the name. For instance,
“ABC_Rover.” When this portable computer is connected with
another company’s network, it still uniquely identifies this com-
puter as being owned by the ABC company, and not any laptop
that is owned by the other company.

» Don’t worry about reusing someone else’s host name. Extremely
well-known host names such as “sri-nic” and “aunet” should be
avoided since they are understood in conversation as absolute
addresses even without a domain. In all other cases, the local
domain is assumed to qualify single-part host names. This is simi-
lar to the way phone numbers are qualified by an area code when
dialed from another area.

Most people don’t have the opportunity to name more than one or two com-
puters, while site administrators name large numbers of them. By choos-
ing a name wisely, both user and administrator will have an easier time of
remembering, discussing and typing the names of their computers.
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10 DialNet Command

The DialNet command is used to control and monitor Dial-Up Networking connections

(DUN).
e N
1 DIALNET function profile
2 DIALNET
function »  START
STOP
STATUS
profile » name of profile defined in SETUP NET
- V,
The DialNet command can operate with a command-line interface or as a
windowed interface. This is reflected in the two modes of operation. Both
modes can perform the same operations, but the information shown and
how it is displayed differs between the two.
Operation Mode 1—This is the command-line interface to DialNet and is suitable for

usage by EXECs and application programs. To use this mode when there
are multiple profiles defined, you must know the name of the profile defini-
tion that you want to use. If there is only one profile defined, that profile is
used automatically and you do not have to specify the profile name.
DialNet can perform three functions:

To connect to a remote PPP server, use the command:

>dialnet start profile-name

To display the status of a current connection to a PPP server, use the com-
mand:

>dialnet status profile-name
To disconnect from a remote PPP server, use the command:

>dialnet stop profile-name
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Windowed
Interface

Refer to the Command-Line Interface section later in this chapter for a
description of the information displayed by these functions.

Mode 2—This is the windowed interface to the DialNet command.

When Mode 2 is used, it displays the following screen and menu:

Ve

Dial-Up Networking

Connected Profiles
No Profiles are connected.

Connect
Disconnect
Status

Exit

.

Use the normal menu selection keys to select the desired item.

The window on the right displays a brief summary about each profile that
is currently connected.

When Connect, Disconnect or Status is selected, and you have multiple pro-
files defined, you are offered a list of the profiles available for that func-
tion. Profiles are defined with the Setup NET command, “Dial-Up
Networking” menu. When only one profile is defined, the operation is per-
formed automatically on that single profile.

You may exit this menu be selecting the Exit item, by pressing or by
pressing (F9]).

Connect. Selecting this item connects to the single profile defined in your
configuration or, if there are multiple profiles defined it displays a list of
those profiles that are not currently connected. Select the profile that you
want connected. An attempt is made to dial and connect to the PPP server
specified in the profile definition. Press if you do not want to connect
to any of those profiles at this time.
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When successfully connected, the “Connected Profiles” window on the
right is updated with the new connection summary information. Note that
the “Connect Time” information display is only updated every ten seconds.

For possible problems that might be encountered during the connection
attempt, refer to the DialNet Start description on page 107.

Disconnect. When only one profile is connected, this function disconnects
that profile. When multiple profiles are connected a list of those connected
profiles is displayed and you can select the one that you want discon-
nected. Press if you do not want to disconnect any of those profiles at
this time. If there are no profiles connected, an error message displays.

DUN connections are available to all users on your system, so be sure that
the connection is not being used at this time. It is possible that another
session on this terminal or another user on the system is using the connec-
tion.

Status. When only one profile is connected the status of that connection is
displayed. When multiple profiles are connected a list of those connected
profiles displays and you can select the one that you want the status dis-
played. Press if you do not want to see the status of any of those pro-
files at this time. If there are no profiles connected, an error message
displays.

The status display for a connected profile appears as:

Profile: PACIFIER

Host IP: 206.163.58.6

Remote IP: 204.245.231.131

Connected on: 03/12/1999 08:02:45 for: 00:06:12
Bytes sent: 1,591 received: 2,611
Packets sent: 34 received: 27
Packets rejected: 2

Largest packet sent: 133 received: 576
Handshake: CTS/RTS Baud rate: 38,400
Inactivity time-out: 00:10:00 remaining: 00:07:39
Modem phone speed: 28,800

Most of the meanings of the fields in this display are apparent. To clarify
those that might not be apparent:
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Host IP

Remote IP

The IP address for your computer. This was assigned by the
remote PPP server and may be different each time that you
connect. (Dynamic IP address assignment.)

The IP address of the remote PPP server. This may be different
each time that you connect if the remote site has multiple PPP
servers.

Packets rejected The number of packets sent to or received from the PPP

Baud rate

remaining

server that were rejected for one reason or another. Each time
that a packet is rejected, a log entry is added to the DUN log
file defined in Setup NET, Dial-Up Networking, General, Log Direc-
tory field.

The transmission speed between your computer and the
modem. This is specified in the profile definition.

This is the amount of time remaining until the connection is
automatically terminated. This time is reset to the “Inactivity
Time-out” value every time that a packet is sent or received
over the connection.

Note: This field and the “Inactivity Time-out” field are only dis-
played if there is a timeout value specified for the profile.

Modem phone speed  This is the transmission speed between the two

modems: your modem and the remote modem. This speed may
be lower than the Baud rate speed because it is the result of
negotiations between the two modems and is the best speed
that they support with the current telephone connection.
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The DialNet command-line interface provides all of the capabilities of the
menued interface and can be used from an EXEC or application program.
Unlike the menued interface, which displays a list of profile names that
you can choose from, the command-line interface requires that you know
the name of the profile definition that you want to use.

When DialNet is used from an application, remember that i/o redirection
can be used to redirect the output of DialNet to a disk file. For instance:

>dialnet start myisp > connect.message
This disk file can then be read and used by the application program.

DialNet Start

The DialNet Start function connects this system to the remote PPP server
defined in the profile definition. For instance:

>dialnet start myisp

Profile "MYISP" connected successfully,
Host IP address: 206.163.58.53
Remote IP address: 204.245.231.131.

If the profile is already connected, the same messages are displayed.
There are several situations that may prevent a successful connection.

The PPP server is not started. (See the Net Start PPP command.)
The profile name specified is not defined.

The profile is already in use by another user.

vV Vv Vv Vv

The serial port referenced in the profile definition is in use by
another task.

» The telephone number is invalid or cannot be reached at this time
(busy or your phone line is already in use).

» The “Login Name” and/or “Password” specified in the profile defini-
tion is invalid. Remember that some PPP servers use case-sensi-
tive account names and almost all use case-sensitive passwords.

107

13ANVIA



DIALNET

DialNet Command

DialNet Stop

The DialNet Stop function disconnects this system from a currently con-
nected remote PPP server. For instance:

>dialnet stop myisp
Profile "MYISP" is now disconnected.

There are several situations that may prevent a successful disconnection.

» The PPP server is not started.
» The profile name specified is not defined.

» The profile is not currently connected.
DialNet Status

The DialNet Status function displays the status of a profile.

>dialnet status myisp2
Dial-Up Network Profile "MYISP2" is not started.

>dialnet status myisp

Dial-Up Network Profile "MYISP" is connected.
Connection task: 13
Host IP address: 206.163.58.17
Remote IP address: 204.245.231.131
Bytes sent: 0
Bytes received: 0
Packets sent: O
Packets received: 0
Packets rejected: 2
Largest packet sent: 0 bytes.
Largest packet received: 0 bytes.
Inactivity time-out value: 600 seconds.
Time remaining in inactivity timer: 67 seconds.
Registered users for this profile: 1
Connect time: 00:08:53
Serial port speed: 19200 bps
This connection is the default gateway.

The fields displayed in this status report have the following meanings:
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Connection task  The user partition number assigned for this connection.

Host IP address The dotted IP address assigned by the remote PPP server
for your system on its network.

Remote IP address The dotted IP address of the remote PPP server.
Bytes sent 'The number of bytes transmitted over this connection.
Bytes received The number of bytes received over this connection.

Packets sent The number of TCP/IP packets transmitted over this connec-
tion.

Packets received The number of TCP/IP packets received over this connec-
tion.

Packets rejected The number of TCP/IP packets rejected. A log entry is
added to your Dial-Up Networking log file, if one was defined
in the Setup NET command, Dial-Up Networking, Log Frequency
field.

Largest packet sent  Size of largest packet sent to PPP server.

Largest packet received  Size of largest packet received from PPP server.

Inactivity time-out value ~ This value is defined in the profile definition.

Time remaining in inactivity timer The amount of time remaining until an
automatic disconnect occurs. This timer is reset every time

that a packet is sent or received over this connection.

Registered users for this profile Indicates the number of users that are
actively using this connected profile at this time.

Connecttime The length of time that this profile has been connected.

Serial port speed  The transmission speed between your computer and the
modem. This value is specified in the profile definition.

This connection is the default gateway. Indicates that, while this profile is
connected, it 1s the default gateway. When the profile is discon-
nected, the default gateway reverts to the gateway specified in
the Setup NET command, “TCP/IP Parameters” menu.
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Dynamic IP
Addresses

Restrictions

Because dial-up connections to ISPs cause your IP address to be dynami-
cally assigned, each time that you connect you may have a different IP
address assigned to your computer on their network. Besides displaying
the IP address assigned to you, DialNet also writes the information to a disk
file.

Each time that you successfully connect to a profile, DialNet writes the
“Host IP address” to the file SYSTEM.THE0S32.DUN_IP:S. When you disconnect
from a profile, that file is erased, indicating that the IP address is no
longer valid. This file is a stream file that can be used by application pro-
grams. If other, remote users need to access your computer via this dial-up
connection, you must let them know the IP address currently assigned to
your computer.

To successfully use the DialNet command, several conditions must be met:

» The PPP server must be started.

» One or more profiles must be defined in the Setup NET, “Dial-Up
Networking” menu.

» The specific profile requested must be defined.

» The serial port specified in the profile definition must be attached
as a public device or not attached by any user.

» If the serial port is a public device, it must be unused at the

present time by any other process.

To connect two profiles, the definitions for the profiles must use different
serial ports and each must have its own telephone line.
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The Finger client queries a server for the status of a specific account or for other information
about accounts on a server.

N
1 FINGER local-user-name
2 FINGER user-name@server
3 FINGER @server
local-user-name  » user account name on local server
server »  server name or IP address
| user-name » user account name )
The Finger client is mainly used to determine if an account name is valid.
Depending upon the Finger server at the site, it may also be used to deter-
mine if a particular account has picked up their mail recently.
Operation Mode 1—Requests information about local-user-name from your mail

server. The mail server is specified in the SendMail configuration file (SYS-
TEM.THEOS32.EMAILCFG) which is part of the THEO+Mail package and
maintained with the Setup EMAIL command.

>finger sales
Querying user "sales" at host "mail.theos-software.com".

User ID: sales Name: sales
New mail has arrived.

This example shows the display from a user at THEOS Software, a site that
has a permanent connection to the Internet with their own mail server.

>finger myname
Querying user "myname" at host "128.100.24.3".

Login: myname Name: My Name
Directory: /home/m/myname Shell: /bin/tsch
Last login Wed Dec 3 11:02 (PST) on ttyp7 from ip83.pdx2.myisp.com
New mail received Wed Dec 3 11:16 1997 (PST)
Unread since Wed Dec 3 11:08 1997 (PST)
No Plan.
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Notes

This second example is the display from a system that uses a proxy server to
forward the finger request from nodes on the local network to the service
provider on the Internet. For information about using proxy servers, refer to
Chapter 4 “Using a Proxy Server,” starting on page 57.

Mode 2—Requests information about user-name on server. The specific
information returned is determined by the finger server.

>finger support@pacifier.com
Querying user "support" at host "pacifier.com".

Login: support Name: Pacifier Technical Support
Directory: /admin/support Shell: /bin/bash
Last login Tue Nov 18 18:22 (PST) on ttyg8 from techi.pacifier.com
New mail received Wed Nov 19 08:44 1997 (PST)

Unread since Tue Nov 18 18:27 1997 (PST)
No Plan.

Mode 3—Requests information about all users logged onto server. Many
finger servers do not support this request.

>finger @theos-software.com
Querying user "" at host "theos-software.com".

Finger online user list request denied.

>finger @ccnet.com

Querying user "" at host "ccnet.com".

Login Name TTY Idle When Where

root Operator co 10 Tue 09:54

texas Verio Customer Care po Tue 16:01 oz.onramp.net

>finger @netcom.com

Querying user "" at host "netcom.com".

User Real Name Idle TTY Host Console Location
abenamer Allan Benamer 1:43 r9 netcom (unknown-8-127.ju)
acapela Michael H. Collier p6 netcom21 (uswgco2.uswest.c)
aci 0:59 pe netcom (aci.vip.best.com)

715 active login sessions.

Specifying a name before the “@” of the server name specifies a particular
user on the server. This name is almost always the same as the person's
e-mail address. However, for the Finger client to work, the site “fingered”
must be running a finger server that accepts the command and responds
with the relevant information. Having an e-mail address does not guarantee
that Finger will produce any results.
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The information displayed by this Finger Client is dependent upon, and pro-
vided by, the Finger Server specified. For instance, one Finger server might
respond with a simple notification that the user has new mail. Another
server might respond with lots of information, some of it might actually be
useful. As an example, compare the following Finger displays:

>finger president@whitehouse.gov
Querying user "president" at host "whitehouse.gov".

Finger service for arbitrary addresses on whitehouse.gov is not
supported. If you wish to send electronic mail, valid addresses are
"PRESIDENT@WHITEHOUSE.GOV", and "VICE-PRESIDENT@WHITEHOUSE.GOV".

>finger me@myisp.com
Querying user "me" at host "myisp.com".

Login: me Name: My Name
Directory: /home/c/me Shell: /bin/tcsh
Mail forwarded to: Someone Else <them@somesite.com>
New Mail received Wed Nov 26 10:15 1997 (PST)

Unread since Wed Nov 26 10:00 1997 (PST)
No Plan
You have new mail.

>finger support@theos-software.com
Querying user "support" at host "theos-software.com".

User Id: support Name: THEOS Support

The first response from the server at whitehouse.gov doesn’t provide any
information about the specific account. Instead, it responds with a text mes-
sage. The second response from myisp.com provides almost complete infor-
mation while the last response from theos-software.comprovides minimal
information sufficient to confirm that the account name exists and includes
a more descriptive name for the user at that account.
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B Server Specification

Specification of the server for Mode 2 or Mode 3 may be accomplished by
specifying:
» The dotted IP address for the server.
>finger @207.21.75.100

» The host name as defined in the file SYSTEM.THEOS32.HOSTS.
This file is maintained by the Setup NET, View/Maintain Host Names
Database.

>finger @my-company

» Or the domain name as defined by the Domain Name Service speci-
fied in Setup NET, Name Services, DNS Servers.

>finger @theos-software.com

For instance, your company might be registered with Internic (http://
rs.internic.net) with a domain name of my-company.com, with an IP
address of 172.20.2.1. If you have specified a host name of “HEADQUAR-
TERS” in the host names database with that IP address, you can specify
your company’s site as:

> 172.20.2.1

» headquarters

> my-company.com

Domain names and host names are case-insensitive.
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12 FTP Client

The FTP command is a File Transfer Protocol client that provides file transfer capabilities
over a network, between this client and any FTP server available on the network.

4 N
1 FTP (options
2 FTP host (options send-rec-options
3 FIP host user-password (options send-rec-options
4 FTP site (options send-rec-options
5 FIP filename (FILE options
filename » name of file on local client system containing FTP script
host »  server
server:port
localhost » LOCALHOST
options »  ASCII NOPROXY VERBOSE
BINARY PROXY host
port »  port number on server for FTP communication (default is 25)
send-rec-options » RECEIVE remote-name
SEND local-name
server » network server name or id (may also be localhost)
site »  site definition name from FTP configuration file
L user-password » user name and optional password for user )
Operation Mode 1—Starts the FTP client in interactive mode. In interactive mode,

the FTP Commands described on page 122 are used to connect to a server,
log onto an account, change directories, list directories, view, send and
receive files, etc.

Mode 2—Similar to Mode 1 except that a connection to host is attempted
before entering interactive mode. Refer to “Server Specification” on page
118 for a description of server specifications.
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Options

Because a user name is not specified, “anonymous” is used for the user
name. Refer to “User Account Specification” on page 119 for a description
of anonymous user accounts.

Mode 3—Similar to Mode 2 except that, after a connection to host is estab-
lished, you are logged onto user account with password. See “User Account
Specification” for information about user accounts on the FTP server.

Note: The password does not have to be specified on the command line.
When it is not specified, you will be prompted to enter it “silently.”

Mode 4—This mode uses a site definition to define the host and other con-
nection parameters. Site definitions are created with the Setup FTP com-
mand, described on page 207. All site definition names are simple names
without dots or other punctuation characters.

When a simple name is used, as in this mode of the command, the FTP pro-
gram first checks to see if it matches one of the site definitions. If it does, it
uses that site definition to make a connection to the remote server. Mode 2
of the command is assumed when it doesn’t match a site definition.

Mode 5—1In this mode, the contents of filename are used as a script of
commands to the FTP client. This script should contain several of the FTP
Commands described on page 122. See “FTP Script File” on page 138.

ASCII This is a default option that specifies that files are transferred
as ASCII files. Compare with the BINARY option.

BINARY Specifies that files are transferred as binary files. In binary
mode, no interpretation or conversion is performed on the con-
tents of files transferred.

NOPROXY If the FTP configuration file (SYSTEM.THEOS32.FTPCFG)
specifies a default proxy server, this option ignores that specifi-
cation and connects to the requested server address directly.

PROXY proxy-server Whether or not a proxy server is specified in the FTP
configuration file, proxy-server is used as the proxy server for
this FTP session. A default proxy server can be specified in the
FTP configuration file (SYSTEM.THEOS32.FTPCFG) that is
maintained by the Setup FTP, Proxy screen.

VERBOSE Enables verbose mode. With verbose mode on, commands sent
to and responses received from the remote FTP server are dis-
played. With verbose mode off, these commands are not dis-
played.
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These two options may only be used when the FTP server name or site
name is specified on the command line (Mode 2, Mode 3 or Mode 4). The
user-password may also be specified on the command line.

RECEIVE remote-name Transfer the file remote-name from the FTP server
to the local computer using the current transfer mode (ASCII or
BINARY).

If remote-name contains a path specification, a CD command is
issued to change to that directory. remote-name may contain
wild-card specifications for the file description. All files
received from the remote server are received into the current
working directory of the local system.

SEND local-name Transfer the file local-name from the local computer to
the FTP server using the current transfer mode (ASCII or
BINARY).

If local-name contains a path specification, a CD command is
issued to the FTP server system to change to that directory. All
files sent are located in the current working directory of the
local computer. local-name may contain wild-card specifica-
tions for the file description.

Note: FTP servers normally change the file date on received
files to their own local date and time, or possibly to UTC time.

This FTP client conforms to the standards proposed in RFC-959. That doc-
ument can be found on the Internet at the following sites:

ftp://ds1.internic.net/rfc/rfc959.txt
http://www.w3.0org/Protocols/rfc959

This program accepts all user input from stdin and displays all output on
stdout. These can be redirected to disk files or other devices, if desired.
Additionally, if invoked by an EXEC program, commands may be entered
with the &stack or &begstack commands.

As mentioned in the section “Options” on page 116, the remote FTP server
may be connected via a proxy server on another system that you can
access. For general information about using proxy servers, refer to Chap-
ter 4 “Using a Proxy Server,” starting on page 57.
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B Server Specification

Specification of the host, for Mode 2 or Mode 3 or with the OPEN com-
mands, may be accomplished by specifying:

» The dotted IP address for the server.
FTP? open 207.21.75.100

» The host name as defined in the file SYSTEM.THEOS32.HOSTS.
This file is maintained by the Setup NET, View/Maintain Host
Names Database.

FTP? open my-company

» Or the domain name as defined by the Domain Name Service spec-
ified in Setup NET, Name Services, DNS Servers.

FTP? open ftp.theos-software.com

For instance, your company might be registered with Internic (http://
rs.internic.net) with a domain name of my-company.com, with an IP
address of 172.20.2.1. If you have specified a host name of “HEADQUAR-
TERS” in the host names database with that IP address, you can specify
your company’s FTP site as

> 172.20.2.1
» headquarters

> my-company.com
Domain names and host names are case-insensitive.

The host specification may include a port number. When not specified, the
default port number of 25 is used for FTP transfers and communication. In
some situations, you may need to specify a port other than 25 to access the
server.

For instance, a host machine may have two FTP servers. In this situation,
one of the servers will use port number 25 and the other server will use a
different port number. To access this other server you will have to specify
the port number used by that server. A similiar situation exists when a
host machine that has an FTP server and a proxy server.

To specify a port number other than 25, use a server name or IP address
followed by a colon and the port number for that server.

118



FTP Client

B FTP Server Response Messages

In the examples used in this chapter, the response text shown for various
commands is not necessarily what is displayed for a specific connection to
a remote FTP server. The server is responsible for the specific text dis-
played by the FTP client.

For instance, one server might display:

FTP? cd temp
CWD command successful

FTP? remove test.file
DELE command successful

While another server might display:

FTP? cd temp
Directory changed to "/temp"

FTP? remove test.file
File "test.file" has been deleted.

Additionally, the command names are shown in lowercase. Command
names may be entered in uppercase, lowercase or in mixed case.

B User Account Specification

Most FTP servers require that client connections are made only when a
valid user account is specified and the password for that account is entered
successfully. When connecting to a remote FTP server, the user account
determines your home directory, which files you “own,” and what directo-
ries you can view, upload and download from.

>ftp my-company.com "my-name" "my-private-password"
Connecting to my-company.com (172.20.2.1)

Welcome to My Company FTP site.
MY-NAME logged in.

Note that, in the above example, the user name and password were speci-
fied with enclosing quotes. This was done because some servers use case-
sensitive name and password verification. Without the enclosing quotes,
the Command String Interpreter (CSI) folds all tokens to uppercase before
passing the argument to the program. This might cause the user name or
password to be invalid.
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>ftp
FTP? open headquarters
Connecting to my-company.com (172.20.2.1)

User-name: my-name

Password: (enter my-private-password )
Welcome to My Company FTP site.

MY -NAME user logged in.

As indicated, when the password is requested in interactive mode, it is not
displayed on your screen.

Most FTP servers allow anonymous connections. An anonymous connec-
tion is made by either not specifying a user name, or by specifying the spe-
cial user name of “anonymous.” When you specify a user name of
“anonymous,” you will still be asked for a password. The recommended
password for anonymous connections is your e-mail address. For instance,
“me@my-company.com.” In fact, some servers may require this style of
password.

>ftp headquarters ; connect as anonymous user
Connecting to my-company.com (172.20.2.1)

Welcome to My Company FTP site.
Anonymous user logged in.

or

>ftp
FTP? open headquarters
Connecting to my-company.com (172.20.2.1)

User-name: anonymous

Password: me@my-company.com
Welcome to My Company FTP site.
Anonymous user logged in.

When connecting as an anonymous user, the password entered is dis-
played as you type it. When no password is specified by you, the default
anonymous password is used. This default password is defined in the FTP
configuration file (SYSTEM.THEOS32.FTPCFG) that is maintained by the
Setup FTP, Password screen. If the configuration file does not specify the
password for anonymous connections, a password of “local-name@your-
domain” or, if your system is not part of a domain, then “account-
name@local-name” is used for the password.
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Note: Most FTP sites do not allow full access to anonymous users. For
instance, they will frequently not allow you to upload files. They may also
restrict the directories that you may view or download files from.

B Directory and File Name Specification

Many FTP servers are implemented on systems which use case-sensitive
user names, passwords, directory names and file names. Other FTP serv-
ers are implemented on systems that may or may not use case-sensitive
names. It is always best to specify user names and passwords in the same
case as they were given to you and to specify directory names and file
names in the same case as displayed by the directory listing on the server.

The file name specifications for files on the server must be specified in the
syntax used by the server’s operating system. For instance, you may use
the directory-name shortcuts of “./” and “../” only if the server’s operating
system supports it. In most cases, this syntax will be identical to the
syntax used by the THEOS operating system.

B Transfers of Non-Stream Files

The FTP standard transfers stream files. However, this FTP Client can be
used to send a non-stream file, such as a compiled command, indexed,
keyed or relative data file, etc. It does this by repackaging the file using
the FileType protocol before sending it to the remote server. When the desti-
nation is a THEOS-based FTP server, the received stream data is con-
verted back to its original format by the THEOS FTP server. A THEOS
FTP server is included in the THEO+Server Plus Pak.

If the destination is not a THEOS-based FTP server, it is saved on the
server as a stream file in the FileType format. This file cannot be easily
used by systems other than THEOS system, but it can be stored for subse-
quent retrieval by a THEOS FTP client. When receiving a file from that
non-THEOS FTP server, the THEOS FTP client recognizes that the file is
a THEOS file in FileType format and converts the file back to its original
format before saving it on the local system.

Although non-stream files transferred by this client are not usable by any
system other than a THEOS-based system, non-THEOS FTP sites can be
used for intermediate storage. For instance, a data file could be uploaded
to a generic Internet Service Provider (ISP) FTP server and then subse-
quently downloaded to another THEOS system.

When a non-stream file is uploaded with this FTP client, subsequently
downloaded by a non-THEOS FTP client and then transferred to a THEOS
system (for instance, with the THEOS WorkStation Client), the resulting file
will have to be converted with the FileType command before it can be used
by THEOS applications.
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FTP
Commands

The following commands may be used in the interactive mode of the FTP
command or they may be added to a text file and then invoked with Mode 5
of the FTP command. When the FTP command is in its interactive mode, it
uses a prompt text of FTP? For instance:

>ftp

FTP? verbose
Verbose mode ON

FTP?

A valid connection with a remote server must be made before most of the
commands may be used. The only commands that do not require a connec-
tion to a remote FTP server are: BYE, CLOSE, EXIT, HELP, LCD, LMD,
LPWD, MODE, OPEN, OS, QUIT, SHELL, TYPE and VERBOSE.

Note: Many of the commands described here look like THEOS commands,
DOS commands or UNIX commands, but they are not. These are FTP com-
mands and only have the syntax and options as described in the following
pages.

B FTP Command Line Editing

You may make a mistake or want to change some parameter of the com-
mand line as you type it. It is not necessary to cancel the entire command
and start over. Use the following FTP editing keys to make changes to the
command before pressing (Enter <.

Edit Key Cc:(r;t)r,ol Function
(Home) ([€M)+HG) | Move to the beginning of the command line.
(€} HE) | Move to the end of the command line.

Delete the character to the left of the cursor.
(€M)+Z) | Delete the character under the cursor.
(C]+HN) | Delete all characters to end-of-line.

(C7)+HH) | Move the cursor left one character position.
(C)+{L) | Move the cursor right one character position.
(insert) C)+F) Toggle*between character insert and replace
mode.
Esc (C)H] | Erase the entire command line.
Ct)+M] | Terminate editing and execute the command.

Table 2: FTP Command-Line Edit Keys
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Transfer a file from the local computer to the remote FTP
server, using the current transfer mode (ASCII or BINARY). If
the file already exists on the remote server, this file is
appended to the end of that existing file.

There are two forms of the command:

APPEND local-name
APPEND local-name remote-name

local-name may contain path specifications, which refer to the
location of the file on the local client system. When remote-
name is not specified, the file is received onto the remote
server system into the current working directory (see CHDIR
command to change the current working directory on the
server system) and has the same file name as local-name.

When remote-name is specified, it refers to the destination
location and name on the server system. remote-name may con-
tain path specifications, but not wild cards.

Sets the current file transfer mode to ASCII. This mode should
be used for text files only. Any characters that look like line-
ending characters might be translated into the local system’s
line-ending character.

Sets the current file transfer mode to binary. All character
codes are transferred without translation or interpretation.

Terminate the current FTP session and exit the FTP client.
This command is synonymous with the EXIT and QUIT com-
mands. Use the CLOSE command if you want to terminate the
session with the FTP site but remain in the FTP client pro-
gram.

Synonym to the CHDIR command.

Change the current working directory on the remote FTP
server system.

FTP? pwd
"/" is current directory.

FTP? chdir one/two
Directory changed to "/one/two"

FTP? cd ..
Directory changed to "/one"
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CLOSE

DELETE

DIR

Terminate the current FTP session without exiting from the
FTP client. Some servers may display an informational mes-
sage when you terminate the session.

FTP? close
Goodbye.

FTP?

Erases a file from the remote FTP server. The file name for the
file is specified with the command:

DELETE filename
filename may contain path and wild-card specifications.

FTP? delete myfile.command
DELE command successful.

FTP? remove myfile.help
DELE command successful.

FTP? delete temp/myfile.txt
DELE command successful.

Display a directory listing for files and directories on the
remote server system. The appearance of the listing depends
upon the current setting of the VERBOSE mode.

When VERBOSE mode is OFF, and the directory information
sent by the remote FTP server is in the standard, UNIX for-
mat, the information is reformatted before displaying it. Spe-
cifically, directory names are either underlined or colored, the
file name is moved to the beginning of the line, access permis-
sion codes are removed, and the date and time are changed to

“dd mon year,” followed by the time in 12-hour form with an “a
or “p” indicator.

With VERBOSE mode ON, the directory information is dis-
played exactly as received from the remote server.

This command has three different forms:

DIR
DIR filename
DIR dirname

The first form (DIR) displays the directory listing of the current
working directory on the remote FTP server.
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FTP? dir

accounts 16 May 1997 5:58p
files 11 Aug 1997 7:29p
programs 29 Jul 1997 11:37a
FTP? v

Verbose mode ON

FTP? dir

d--------- 1 owner group 0 May 16 15:58 accounts
d--------- 1 owner group 0 Aug 11 19:29 files
d--------- 1 owner group 0 Jul 29 11:37 programs

The second form (DIR filename) displays the directory entry for
filename on the remote FTP server. filename may contain path
and wild-card specifications. Only files matching the filename
specification are included.

FTP? dir files/Config.cmp
Config.cmp 336 26 Feb 1997 6:21p

The third form (DIR dirname) displays the directory entry of
the dirname directory on the remote FTP server. dirname may
contain a path specification. Only the specified dirname is dis-
played, not the current working directory.

FTP? dir programs

programi.command 89,020 12 Oct 1997 1:15p
program2.command 113,920 12 Oct 1997 1:20p
program3.command 77,160 2 Nov 1997 8:12a

See also: LS, SAVEDIR and SAVELS commands.

Terminate the current FTP session and exit the FTP environ-
ment. This command is synonymous with the BYE and QUIT
commands.

Synonym to the RECV command.

Display help information about the FTP commands available.

There are two forms of this command:

HELP
HELP cmd-name

The first form displays all command names and abbreviations
available in the FTP client environment.

125

d14



FTP

FTP Client

LCD

LDIR

FTP? help

Following is a complete list of commands. The command
name may be abbreviated. To display help for a specific
command, use the syntax: HELP cmd.

APPEND  CLOSE LCD MODE RD SEND
ASCIT DELETE LMD OPEN RECV  SHELL

The second form displays the specific help text for cmd-name.

FTP? h lcd
Syntax: LCD <directory> (change local directory)

Change the current working directory on the local client sys-
tem and display the new current working directory. The com-
mand name must be followed by the path to the new directory.

FTP? 1lpwd
Local directory: (null)

FTP? lcd fax
Local directory: /FAX:S

Note: When the FTP client exits, your current working direc-
tory is restored to the directory in use at the time that FTP was
invoked.

Similar to the DIR command, this command displays a direc-
tory listing for files and directories, but on the local system.
The appearance of the listing does not depend upon the setting
of the VERBOSE mode.

This command has two different forms:

LDIR
LDIR filename

The first form (DLIR) displays the directory listing of the cur-
rent working directory on the local system.

FTP? lcd tips
Local directory: /TIPS:S

FTP? 1dir
aol.tip 1,454 2 Sep 1998 12:06p
config.tip 2,950 12 Nov 1998 2:04p

ftp.tip 557 2 Sep 1998 11:54a
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The second form (LDIR filename) displays the directory entry
for filename on the local system. filename may contain path
and wild-card specifications. Only files matching the filename
specification are included.

FTP? 1ldir /data/*.*
misc 15 Sep 1998 1:29p

See also: LLS command.

Display the directory listing from the local system for the cur-
rent working directory, a specific file or group of files. This is
similar to the LDIR command but only the file names or direc-
tory names are displayed, without any detail about the files or
directories.

Like the LDIR command, there are two forms of this command:

LLS
LLS filename

The first form displays the files and directories in the current
working directory of the local system.

FTP? 11s
aol.tip
config.tip
ftp.tip

The second form (LLS filename) displays a list of files matching
filename, which may contain path specifications or wild cards.
See also: LDIR command.

Creates a new directory on the local client system. The new
directory name is specified with the command:

LMD dirname

Unless a path is specified with dirname, the new directory is
created in the current working directory of the local system
(see LPWD).

FTP? 1md example

FTP? lcd example
Local directory: /FAX/EXAMPLE:S
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LPWD

Display the current working directory of the local client sys-
tem.

FTP? 1lpwd
Local directory: /FAX:S

Display the directory listing from the remote server for the
current working directory, a specific file or group of files, or
directory other than the current working directory. Unlike the
DIR command, the setting of the VERBOSE mode does not
affect the information displayed, except for the normal inclu-
sion of reply codes and intermediate messages. Also, only the
file names or directory names are displayed, without any detail
about the files or directories.

Similar to the DIR command, there are three forms of this com-
mand:

LS
LS filename
LS dirname

The first form displays the files and directories in the current
working directory of the remote server.

FTP? 1s
.login
public_html
.history
mail
.pinerc

The second form (LS filename) displays a list of files matching
filename, which may contain path specifications or wild cards.

The third form (LS dirname) displays the files in the specified
dirname.

See also: DIR, SAVEDIR and SAVELS commands.

Synonym to the MKDIR command.
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Creates a new directory on the remote FTP server. The new
directory name is specified with the command:

MKDIR dirname

Unless a path is specified with dirname, the new directory will
be created in the current working directory (see CHDIR).

FTP? 1s
myip.htm

FTP? mkdir example

FTP? 1s
myip.htm
example

Display the current file transfer mode (ASCII or BINARY). This
command is synonymous with the TYPE command.

>ftp (binary

FTP? mode
Using Binary mode to transfer files.

Establish a new FTP session. Any current FTP session is
closed. There are five forms of the command:

OPEN

OPEN host

OPEN host user

OPEN host user password
OPEN site

Basically, these are all the same command. You are prompted
for any information omitted from the command or the site defi-
nition. For a description of the host parameter, refer to “Server
Specification” on page 118. For a description of user and pass-
word, refer to “User Account Specification” on page 119. Sites
are defined in Setup FTP, Site Maintenance described on page
208.

The user and password cannot be enclosed within quotation
marks. Case mode is retained as entered and quotation marks
are passed to the server as part of the user name or password.

With the first form of the command, you are prompted to enter
the server name, user name and password.
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PWD

PUT

FTP? open
Host-name: ftp.theos-software.com
Connecting to ftp.theos-software.com (207.21.75.100)

User-name: anonymous

Password: me@my-company.com

Welcome to THEOS Software Corporation FTP site.
Anonymous user logged in.

The second form connects to host and then asks you for the
user name and password. The third form connects to host and
logs on as user; you are prompted for the password. The fourth
form supplies all of the information.

Note that, with the fourth form, the password is supplied with
the command and is visible. The other forms prompt you for
the password, which is entered “silently.”

FTP? open ftp.somesite.com
Connecting to ftp.somesite.com (128.100.1.2)

User-name: me

Password:

information messages from ftp server
User me logged in.

As described in “User Account Specification”, anonymous con-
nections are made by specifying a user name of “anonymous.”

Some servers allow you to use a dash at the start of the pass-
word to suppress any information messages. This may not

work for all servers.

To terminate the connection, use the QUIT or CLOSE com-
mand.

This command is synonymous with the SHELL command.

Display the current working directory of the remote FTP
server. Refer to the CHDIR command for example usage.

Synonym to the SEND command.
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Terminate the current FTP session and exit the FTP environ-
ment. This command is synonymous with the BYE and EXIT
commands.

FTP? quit
Thanks for visiting our site.
You were online for 0 minutes.

>

The actual text displayed after the QUIT command is depen-
dent upon the FTP server. Generally, the message is just
“Goodbye.”

Synonym to the RMDIR command.

Transfers one or more files from the remote FTP server to the
local system using the current transfer mode (ASCII or
BINARY).

There are two forms of the command:

RECV remote-name
RECV remote-name local-name

remote-name may contain a path specification or wild cards.
When no path specification is included, only the current work-
ing directory on the FTP server is searched for matching files.
Because most FTP servers use case-sensitive directory and file
names, the remote-name should be specified with the same
case mode as used on the server system.

The first form of the command (RECV remote-name) saves the
file on the local system in the current working directory. Any
existing file on the local computer with the same name as
remote-name 1s replaced with the received file. If the file-name
or file-type of remote-name is longer than eight characters, it is
truncated to the first eight characters of the name or type.

FTP? recv *.htm

Receiving firstfile.htm (1 of 2)

5,536 bytes received in 2.2 seconds (2.48 Kbytes/sec)
Receiving secondfile.htm (2 of 2)

4,536 bytes received in 2.3 seconds (1.98 Kbytes/sec)

The above two files are received as FIRSTFIL.HTM and SEC-
ONDFI.HTM, respectively.
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REMOTE

FTP? cd ..
Directory change to "/"

FTP? recv WebPages/firstfile.htm
5,536 bytes received in 2.3 seconds (2.37 Kbytes/sec)

When the second form of the command is used (RECV remote-
name local-name), only one file is transferred. Wild cards are
not allowed in either file specification. The file is received onto
the local system using the location and name specified with
local-name. If local-name does not specify a path, the current
working directory on the local system is used. Any existing file
on the local computer with the same name as local-name is
replaced with the received file.

FTP? recv firstfile.htm webpage.html
5,536 bytes received in 5.0 seconds (1,117.48 bytes/sec)

FTP? recv ../WebPages/firstfile.htm webpage1.html
5,536 bytes received in 2.3 seconds (2.37 Kbytes/sec)

Refer to the notes on “Transfers of Non-Stream Files” on page
121 to information about receiving compiled programs and
indexed, keyed or relative data files from a THEOS FTP server.

Executes a command on the remote FTP server. The command
is specified with this REMOTE command:

REMOTE command

For a list of commands available on the server, use the
REMOTE HELP command. These remote commands are just
that, commands available on the remote system. They are not
part of this FTP client’s command set.

FTP? remote help

214-The following commands are recognized
(* => umimplemented)
ABOR DELE NLST QUIT RNTO STOU
ACCT* HELP NOOP REIN SITE* STRU
ALLO LIST PASS REST* SIZE SYST
APPE MDTM PASV RETR SMNT* TYPE

CDUP MKD PORT RDM STAT USER
CWD MODE PWD RNFR STOR XCUP
XCcwD

214 Direct comments to FTP@THEOS-SOFTWARE.COM.

FTP? remote help stat
214 Syntax: STAT [<directory>] (status)

FTP? remote stat
211-THEOS FTP Server status:
Version 1.0

132



REMOVE

RENAME

RMDIR

FTP Client

Connected to 209.95.32.4
Logged in as PRIVATE
TYPE: ASCII, FORM: Nonprint; STRUcture: File;
transfer MODE: Stream
No data connection
211 End of status.

Responses from the REMOTE command are always displayed
with response codes included, independent of the current set-
ting of the VERBOSE mode.

The remote SITE command may have additional, site-specific
commands available.

Synonym to the DELETE command.

Renames a file on the remote FTP server. There are three
forms of this command:

RENAME
RENAME old-filename
RENAME old-filename new-filename

These three forms all operate the same. You are prompted for
the old and new file names if they are not specified with the
command. Path specifications are allowed but wild cards are
not.

The old-filename specification must be for a file that does exist
and the new-filename specification must be for a file that does
not exist.

FTP? rename

0ld-filename: example.fil

File exists, ready for destination name
New-filename: example.txt

File "example.fil" renamed to "example.txt".

Removes or erases a directory on the remote FTP server. The
directory name is specified with the command:

RMDIR dirname

Only directories may be erased with this command. To erase a
file, use the DELETE command.

The dirname directory must be empty.
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SAVEDIR

SAVELS

SEND

FTP? rmdir temp
temp: File exists.

FTP? cd temﬁ
Directory change to "/temp"

FTP? delete myfile.command
DELE command successful.

FTP? cd ..
Directory change to "/"

FTP? rd temp
Directory "temp" removed.

Similar to the DIR command except that the output is saved in
a file. The format of the command is:

SAVEDIR filename
SAVEDIR filespec filename
SAVEDIR dirname filename

The filespec and dirname have the same meanings as the DIR
command. They specify which files on the remote system are
included in the directory listing. When filespec is omitted, all
files in the current working directory are included. filename
specifies the name of the file on your system that is used to
save this directory listing.

This command is principally used when FTP is invoked from
an FTP Script File with an application program.

Similar to the SAVEDIR command except that the directory
listing format used the LS command format. The format of the
command is:

SAVELS filename
SAVELS filespec filename
SAVELS dirname filename

Transfers one or more files from the local system to the remote
FTP server using the current transfer mode (ASCII or BINARY).
If a file already exists on the remote server system with the
same destination name, it is replaced by this transferred file.
Use the APPEND command to send a file and append it to an
existing file on the remote server.

There are two forms of the command:

SEND local-name
SEND local-name remote-name
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In the first form (SEND local-name), the local-name may con-
tain path specifications or wild cards, but not both. When
local-name does not include any path specification, the files are
located on the local client system in its local current working
directory (LPWD). When local-name does include a path speci-
fication, the files are located on the local client system using
that path specification.

The file or files are sent to the remote server and saved in its
current working directory (PWD).

FTP? send path/file.name
is equivalent to:
FTP? send path/file.name file.name

If local-name includes wild-card specifications, all files match-
ing the specifications in the local current working directory are
sent to the remote server system and saved in its current
working directory.

In the second form of the command (SEND local-name remote-

name), both names may include path specifications. However,

wild cards are not allowed. The remote-name specifies the spe-
cific location and name used to save the file on the remote sys-
tem.

FTP? send *.htm

Sending "fileone.htm"

4,536 bytes sent in 0.8 seconds (5.39 Kbytes/sec)
Sending "filetwo.htm"

5,536 bytes sent in 0.8 seconds (6.71 Kbytes/sec)

FTP? send private/first.file temp/file.one
139 bytes send in 0.6 seconds (227.12 Bytes/sec)

Note: FTP servers normally change the file date on received
files to their own local date and time, or possibly to UTC time.

Refer to the notes on “Transfers of Non-Stream Files” on page
121 for information about sending compiled programs and
indexed, keyed or relative data files.
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SHELL

TYPE

USER

Use the local system’s CSI SHELL to execute commands on the
local system. This command is synonymous with the OS com-
mand.

There are two forms of the command:

SHELL
SHELL command

In the first form, the CSI SHELL is entered. You can then enter
any command, or series of commands, that you want executed
on the local system. When you are finished and want to return
to the FTP environment, use the special EXIT command.

FTP? shell

THEOS 32 Command SHELL
Type "EXIT" to terminate.

>logon data
>exit

FTP?

When the second form of the command is used, a full-screen
window is opened on your display and the requested command
is executed. When the command is finished, the window is
closed and control returns to the FTP client.

FTP? shell logon data
the data account becomes the current account

FTP?

Display the current file transfer mode (ASCII or BINARY). This
command is synonymous with the MODE command.

Changes the user account that you are logged into on the
remote server. There are three forms of the command:

USER
USER name
USER name password

All three forms perform the same operation. With the first
form of the command, you are prompted for the new user name
and password. With the second form, the user name is supplied
and you are prompted for the password. With the third form,
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you supply the user name and the password. Note that first
two forms allow you to enter the password “silently.”

To connect as an anonymous user, specify a user name of
“anonymous.” For more information about user accounts, refer
to “User Account Specification” on page 119.

FTP? user

User-name: myname
Password:

User MYNAME logged in.

Toggles the verbose mode and displays the new, current mode.

With VERBOSE mode OFF, response codes received from the
server and intermediate messages are suppressed. With VER-
BOSE mode ON, these codes and intermediate messages are
displayed.

FTP? verbose
Verbose mode ON

FTP? pwd
257 "/e/download/os/" is current directory.

FTP? recv ftp.cmp

200 PORT command successful.

150 Opening BINARY mode data connection forftp.cmp (63632 bytes).
226 Transfer complete.

63,632 bytes received in 0.31 seconds (207.27 Kbytes/sec)

FTP? v
Verbose mode OFF

FTP? recv ftp.cmp
63,632 bytes received in 0.31 seconds (207.27 Kbytes/sec)

In addition, the verbose mode affects the display of the DIR
command. When VERBOSE mode is OFF, and the directory
information sent by the remote FTP server is in the standard,
UNIX format, the information is reformatted before displaying
it. Specifically, the file name is moved to the beginning of the
line, access permission codes are removed, and the date and
time are changed to “dd mon year,” followed by the time in 12-

[ (P2

hour form with an “a” or “p” indicator.

With VERBOSE mode ON, the directory information is dis-
played exactly as received from the remote server. For exam-
ple:
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FTP Script File

FTP? v
Verbose mode OFF

FTP? dir

Config.cmp 336 26 Feb 1997 6:21p
FAX.C 13,080 30 Jan 1997 5:05p
FTP.CMP 63,632 16 Jul 1997 12:08p

FTP? v
Verbose mode ON

FTP? dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.

- PWXPWX WX 1 owner group 336 Feb 26 18:21 Config.cmp
- PWX WX WX 1 owner group 13080 Jan 30 17:05 FAX.C

- PWX WX WX 1 owner group 63632 Jul 16 12:08 FTP.CMP
226 Transfer complete.

VIEW Transfer an ASCII text file from the FTP server computer and
displays the transferred file with WindoWriter. The file name to
transfer is specified with the command:

VIEW filename

WindoWriter is used because of its full-screen display and scroll-
ing capabilities. With WindoWriter, you can print the file, make
changes, cut and paste to another file, etc.

Although filename is transferred to the local machine, it is not
saved. WindoWriter opens the temporary copy of filename in
read-only mode. You may use WindoWriter’s “Save As” command
to save the file for subsequent use on the local machine.

Mode 5 of the FTP Client command allows you to specify an FTP script file.
This script file is used to set up for an FTP session or to perform a com-
plete, unattended file transfer. An FTP script file contains a list of FTP
Commands to be executed. For instance:

open ftp.theos-software.com anonymous me@my-company.com
binary

lcd /downloads

cd theos/theos32

recv sp*.zip

quit

The above FTP script file would connect to the THEOS Software FTP site
and download the latest service pack for the operating system. It is
received into the local “downloads” directory. After the file is received, the
connection is terminated and the FTP Client is exited.
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>ftp example.ftp (file

open ftp.theos-software.com anonymous me@my-company.com
Connecting to ftp.theos-software.com (207.21.75.100)

Welcome to THEOS Software Corporation FTP site.
Anonymous user logged in.

binary
Using Binary mode to transfer files.

lcd /downloads
Local directory: /DOWNLOADS:S

cd theos/theos32
CWD command successful.

recv sp*.zip

Receiving SP40210.ZIP (1 of 1)

477,742 bytes received in 161.8 seconds (2.95 Kbytes/sec)
quit

Goodbye

Of course, the above simple example could be handled easier with a Mode
3 command:

>cd /downloads

>ftp ftp.theos-software.com anonymous me@my-company.com (receive
theos/theos32/sp*zip

However, the FTP script file capability does not have to be a single file
transfer. For instance, an FTP script that connects to your company’s main
office and downloads the current databases could be written as:

open headquarters me my-password
binary

lcd /database

cd /master.files/database

get *.*

cd /private.files/database

get *.*

cd /

lcd /

view notices.txt

This script downloads all of the files from two different directories. It
resets both the local system and the remote system back to the root direc-
tory and then retrieves and displays the contents of the NOTICES.TXT file.

Notice that there is no QUIT command at the end. When a script is not ter-
minated with a QUIT or a CLOSE command (or their synonyms), the FTP
Client is not exited. Instead, after the last command in the script is exe-
cuted, interactive mode is entered. At this point you can perform other
operations and exit when you desire.
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The Net command controls THEO+Net and provides a common interface for many of the
functions and simple clients available with THEO+Net.

-

1 NET
2 NET
3 NET
4 NET
5 NET
6 NET

START
STOP

server-name
server-name

function parameters

tep-server-function  host

RECEIVE
SEND file

parameters

file destination-file ( send-rec-options
destination-file ( send-rec-options

EXEC program ( program-options exec-options

destination-file »

exec-options »

file

function

host

program

»

»

»

»

send-rec-options  »

server-name »

tep-server-function »

name to assign to file on receiving system, with optional path

MAXIMIZE NORMAL WAIT
MINIMIZE NOWAIT

file name to send to or receive from THEOS server, with

optional path; may contain wild cards
DISCONNECT PING PINGALL WHO

TCP/IP address or name from the host names database.
LOCALHOST may be used to access this system.

program to execute on client, with parameters

ABORT NEWFILE OLDER SKIP

FILES NOTYPE REPLACE TRANSLATE
DIALNET HTTP PPPSERVE WEB

DIALUP LOGIN PPPSERVER WEBSERVE
FTP NETLOGIN TCP WEBSERVER
FTPSERVE NETWORK TCPSERVE www
FTPSERVER PPP TCPSERVER

CHARGEN ECHO TIME DAYTIME
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Operation

Mode 1—Invokes Net command in its menu mode. See “Net Menu” on
page 147.

Mode 2—Starts the network or starts or stops the Login Server, the FTP
Server, TCP Simple Services, the Mail Server, the PPP server or the Web
Server.

>net start network

The network can be automatically started at system bootup if the configu-
ration requests it. If it is not started at bootup it can be started manually
with the above command. When the network is started, either automati-
cally or manually, other network servers are also started if they have been
enabled to start automatically.

The network must be started before any of the following servers. If you
attempt to start a server without first starting the network the message
“Network not operational” is displayed and the return code is set to one.

>net start login

>net stop login

Both the NETLOGIN and LOGIN names may be used to refer to the Login
Server. Also, when no server-name is specified, the NETLOGIN server is
implied and used as the default.

The Login Server may be started automatically when THEO+Net is
started. Refer to the Setup NET command, “Login Server” on page 193.
This server must be started on this system to allow other clients on the
network to use this system as a host when connecting as a user with the
THEOS WorksStation Client (Windows-based clients), the NetTerm Client
(THEOS-based clients) or a Telnet Client.

>net start tcp

>net stop tcp

The TCPSERVE, TCPSERVER and TCP names may be used to refer to the
TCP Simple Services Server. A brief description of TCP Simple Services
can be found on page 25.

The TCP Simple Services may be started automatically when THEO+Net
is started. Refer to the Setup NET command, “TCP/IP Parameters” on page
188. These services must be started on this system to allow other clients
on the network to use this system as the host for the TCP simple services
described on page 149.
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>net start ftp

>net stop ftp

The THEOS FTP Server is an optional product available with the
THEO+Server Plus Pak. The FTPSERVE, FTPSERVER and FTP names may
be used to refer to the FTP Server.

The FTP Server must be started on this system to allow other clients on
the network to use this system as the host for FTP clients, which are
described in Chapter 12 “FTP Client,” starting on page 115.

>net start web

>net stop web

The THEOS WebServer is an optional product available with the
THEO+Server Plus Pak. Any of the names HTTP, WEB, WEBSERVE, WEB-
SERVER and WWW may be used to refer to the Web Server.

The Web Server must be started on this system to allow other clients on
the network to use this system as the host for HTTP clients.

>net start dialup

>net stop dialup

The DIALUP service is used by the PPP client DialNet Command and is
necessary if you use a dial-up or modem to connect to another network
such as the Internet. The PPP, PPPSERVE, PPPSERVER, DIALNET and
DIALUP names may be used to refer to this service.

Mode 3—Bypassing the Net menu, invokes function. Refer to “Functions”
on page 148.

>net ping
Network Broadcast Ping
Name Address
Win_DocSystem 192.168.0.101
TheosServer 192.168.0.100

2 network nodes responded.

Mode 4—Invokes the TCP/IP Simple Services server-function. Refer to
“Server-Functions” on page 149.
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Mode 5—Transfers file from this client to the THEOS server (RECEIVE) or
transfers file from the THEOS server to this client (SEND). You must
already be connected as a client to a THEOS server and you must be
logged onto an account to use this mode. Client connections are made with
the NetTerm Client or the THEOS WorkStation Client programs. (Because
the Telnet protocol does not support file transfers, connections made with
a Telnet client cannot use the file transfer capabilities of the Net com-
mand.)

>net send c:\windows\readme.txt

>net receive data.file /private/data.fil:a

The send or receive direction is relative to the client system. Therefore, Net
Receive receives a file from the host on the client; Net Send sends a file
from the client to the host.

Both SEND and RECEIVE allow the file and destination-file to be specified
with wild cards. The syntax and operation of the wild cards is similar to
the syntax and operation of wild cards used with the CopyFile command.

>net send *.data:s

The above command sends all files with a file-type of DATA on the s drive.
The files are received with the file names unchanged.

>net send *.data:s =.=
This command performs the same function as the first command: All files
with a file-type of DATA on the s drive are sent and received with the same
file names.

>net send *.data:s =.newdata
In the above command, all files with a file-type of DATA on the s drive are
sent to the host system. They are received on the host system with the
same file-name but the file-type is changed to NEwDATA for each file.

>net send my.library.* your.library.=
In this command, each of the member files of MY.LIBRARY are sent to the
host system and received into the host system’s library YOUR.LIBRARY. The
member-names are not changed.

>net send file*.data abc=x.files

The above command sends all files with a file-type of data and with a file-
name that starts with file. The files are received on the host system with
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the file-name changed to ABc=x where the equal sign is replaced with the
portion represented by the * in the source file name. For instance,
FILEONE.DATA 1s received as ABCONEX.DATA, FILE486.DATA 1s received as
ABC486X.DATA, etc.

>net send *.data* =.new=

In this example, all files with a file-type of data are sent to the host sys-
tem. The host system receives these files with the same file-name but the
file-type is changed to NEw= where the equal sign is replaced with the
source file’s file-type wild card component. For instance, FILE1.DATA111 is
received as FILE1.NEW111, FILE486.DATA1998 is received as FILE486.NEW1998.

The specification of file and destination-file must use the file naming con-
ventions of its operating system. If the source is a THEOS system then use
THEOS naming conventions; if the source is a Windows system then use
Windows naming conventions.

When the destination-file is specified with a drive code the file is received
with a file name equal to the source file name but on the designated drive.
When destination-file is omitted, the file is received with the source file
name on its default drive.

For a description of the options available with this mode, refer to “Send &
Receive Options” on page 152.

Mode 6—Forces the client system to execute program. You must already
be connected as a client to a THEOS server to use this mode. NetTerm Cli-
ent, Telnet and THEOS WorkStation Client connections can use this mode.

The exec-options can be specified to control the display of the command on
your remote system. Refer to “EXEC Options” on page 153 for a descrip-
tion of these options.

When specifying program, be sure to specify the command in the format
required by the client’s operating system. For instance, assuming that the
client connection is from TWS:

>net exec "edit c:\autoexec.bat"

>net exec "edit /autoexec.bat:c"

Only the first command is proper because that is the format used for spec-
ifying directory paths and drive codes on Windows and DOS systems. The
second command will not edit the desired file.
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Also note that the options for the Net EXEC command are specified at the
end of the command line. To avoid confusion it is best to enclose the pro-
gram specification in quotation marks:

>net exec "list some.file (printer" (nowait
The above command executes the command line 1ist some.file

(printer on the client system as a background task. The Net command
returns control to you as soon as the task is started.
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When Net is invoked with Mode 1, the following menu displays.

4 )
THEOS® NetServer

Display all Network Servers

Show all Network Connections

Start the Login Server
Stop the Login Server

Exit

Display all servers and connected clients.

|
2 J

Use the normal menu selection keys to select the desired function.

Display all Network Servers. Displays all of the servers connected to the
network and all clients currently connected on the network. This display is
the same as the Net WHO display described on page 148.

Show all Network Connections. Displays all servers connected to the net-
work and all clients whether currently connected or not. This display is the
same as the Net PING display described on page 148.

Start the Login Server. Starts the Network Login Server that connects
this system to the network as a THEOS Login Server. The network must
be configured to perform this operation (refer to “Setup NET” on page 187).
This is the same as a Net START LOGIN command described on page 142.

Stop the Login Server. Stops the Network Login Server. This system is
taken off of the network as a THEOS Login Server. This is the same as a
Net STOP LOGIN command described on page 142.

Exit. Exits the Net command. You can also exit by pressing any time
that the menu is displayed.
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Functions DISCONNECT This function can only be used while you are connected to
the Login Server via a NetTerm Client or a THEOS WorkStation
Client.

This function disconnects you from the host Login Server.
Although this is equivalent to the EXIT command, the discon-
nect function cannot be used on a Telnet connect while the EXIT
command can be used with all connections.

PING Broadcasts a “ping” on the network requesting that all nodes
respond. The responding nodes are displayed. This display is
identical to the PING * command.

>net ping

Network Broadcast Ping

Name Address

Accounting 192.168.87.12
Executive 192.168.87.15
Administration 192.168.87.63

3 Network nodes responded.

PINGALL Similar to the PING function, a “ping” is broadcast to all nodes
requesting that they respond. However, it does this every few
seconds until the program is exited with or (F9). This is
identical to the PING * * command.

WHO All THEOS login servers that this system can access are dis-
played along with the client nodes that are actively connected
to those servers.

>net who

Server/Client Connect Date&Time Pid Account
Administration

Executive 1 Sep 1996 8:15am 6 Brad

Accounting 1 Sep 1996 7:48am 7 Payroll

Plant 1 Sep 1996 5:00am 8 Products
Development

Documentation 1 Sep 1996 10:15am 9 Develop
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The server-functions refer to the TCP Simple Services that are available
with THEO+Net. These services are standard services available from most
TCP/IP servers.

TCP Simple Services are not necessarily enabled at all times. They may be
enabled automatically if “Start TCP services” is set to “Yes” in the Setup
NET, “TCP/IP Parameters” menu. They may also be started manually with
the Net START TCPSERVE function described on page 142.

The general syntax for requesting these services is:
>net service-name

or
>net service-name host

For instance:
>net daytime

A host name may be specified following the service name. When this is
done, the specified host is used for the TCP Simple Service instead of your
system’s TCP server. This capability is particularly useful for the TIME
service. By specifying a host whose time is known to be accurate, you can
find out and optionally set your system to the current time.

CHARGEN Generates a continuous sequence of characters until termi-
nated by entry of (Esc]. Although trivial, this service is valuable
when testing and debugging network applications that use
data from a server.

The text string generated by the THEOS CHARGEN service is a
72-character line of ASCII characters in normal collating
sequence. Each successive line increments the starting charac-
ter by one.

>net chargen

1"#$&° ()*+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQ. . .
1"#$&° () *+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQR. . .
"#$&’ ()*+,-./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRS. ..

149

13N



NET

Net Command

DAYTIME

ECHO

TIME

Displays the current date and time from the server. Although
there is no specific standard for the format of the string
returned, the THEOS DAYTIME service returns it formatted as
day-name, month-name day-number, year time UTC-offset.

>net daytime
Tuesday, November 26, 1999 12:08:15 -0800

Note: The UTC-offset is only displayed if the system has been
configured for time zones and the UT'C offset has been defined.
Use the SYSGEN command to set these attributes.

Like the other TCP services, this service can get the informa-
tion from another server by specifying a server.

>net daytime time.nist.gov
Tue Aug 26 13:08:22 1999

All data sent to the server is echoed back to the client.

>net echo

>This is a test of the TCP/IP echo command.
<This is a test of the TCP/IP echo command.
>

Displays the time on a network server or gets that time and
sets the time on your system. There are three forms of this
function.

NET TIME

Invoking the TIME function with no arguments displays the
current system time on your system. This is equivalent to the
SHOW TIME command.

>net time
Tue, Nov 25, 15:22:20 1999

NET TIME server

When a server address or name is specified with the TIME func-
tion, the current time from that server is retrieved and dis-
played.

>net time time.nist.gov
Tue, Nov 25, 15:24:45 1999

Note: The above IP address is for the National Institute of
Standards and Technology (NIST), located in Boulder, Colo-
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rado. It should report a time that is accurate to the nearest sec-
ond, depending upon the time lag of the Internet. There are
other time servers maintained by NIST including time-
a.timefreq.bldrdoc.gov and time-nw.nist.gow.

It does not matter where the server is physically located
because the time information provided by any time server will
include its UTC offset. If your system is configured properly for
UTC offset the time is easily adjusted by the NET command.

NET TIME server (SET

With this last form, the remote server is contacted and that
system’s current time is retrieved. That time is used to set the
system time of the local THEOS system.

>show time
15:11:32 Tuesday, November 25, 1999.

>net time time-nw.nist.gov (set
Tue, Nov 25, 15:26:20 1999

>show time
15:26:23 Tuesday, November 25, 1999.
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Send & The following options may be used for Mode 5. With the exception of FILES
Receive and TRANSLATE, they control the actions to be taken when the receiving
Options system already has a file with the same file name.

ABORT Specifies that, if the receiving system has an existing file with

FILES

NET

NEWFILE

NOTYPE

OLDER

the same name as file, the transfer is to terminate without
replacing this file or attempting to transfer any other files.

The files listed in file are sent to or received from the server.
file must be an ASCII stream file containing one or two file
descriptions per line. The SELECTED.FILES and SELECTED.EXEC
files created by the FILELIST command and the FOUND.EXEC cre-
ated by the LOOK command can be used for this specification
file. You may also create the specification file with an editor or
application program.

For instance, the FILELIST command 1s used to create a list of
files to be compressed:

>filelist a (10/1/96 10/8/96 exec

A file now exists that lists all of the files on the A disk that
have been changed between 10/01/1996 and 10/08/1996. The
following command will transfer these files from the server to
the client system:

>net receive selected.exec (files

When a record in file contains two file descriptions, the first
file name specifies the file to transfer and the second file name
specifies the name that it will be saved as on the receiving sys-
tem.

Specifies that, if the receiving system has an existing file with
the same name as file, you are to be asked if it should be
replaced with the new file. The method of asking and the
options available at that time are dependent upon the receiv-
ing system.

Suppresses the display of the transfer progress window.

This option specifies that the file is only transferred if the file
does not exist on the destination or if the time-stamp of the file
on the destination system is older than the time-stamp of the

file on the source system.
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REPLACE This is the default option specifying that, if the receiving sys-

SKIP

tem has an existing file with the same name as file, that file is
replaced with the file from the sending system.

Specifies that, if the receiving system has an existing file with
the same name as file, the transfer is to skip this file and con-
tinue with the next file in the list.

TRANSLATE When the file being transferred is an ASCII stream file, the

record terminators are to be translated to the receiving sys-
tem’s syntax (CR for THEOS, CRLF for DOS/Windows).

The following options may be used for Mode 6. The MAXIMUM, MINIMUM
and NORMAL options are effective only when the client is a THEOS Work-
Station Client.

MAXIMUM Indicates that the program is executed in its maximized mode.

MINIMUM

NORMAL

NOWAIT

WAIT

When neither this option nor the MINIMUM option is used, the
program is executed with its default size of window.

Indicates that the program is executed as a minimized icon.
The program is executed in its default or normal-sized window.

Tells the THEOS Server to not wait for completion of the pro-
gram. When executed from the command line, control returns
to the CSI and you may enter another THEOS command.
When executed from an application program or an EXEC, con-
trol returns to the calling program.

Note: When the client system is a THEOS system, the program
1s executed as a background task. This means that it does not
have a console keyboard available to it. If the program needs a
keyboard it will exit.

A default option that tells the THEOS Server to wait for com-
pletion of the program before returning control to you or the
calling program.
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Restrictions

See also

The Net command requires a privilege level of one.

A privilege level of five is required to use the WHO function and its comple-
ment, the “Display all Network Servers” menu item.

To use the START or STOP functions, you must be logged onto the SYSTEM
account (id = zero) and have a privilege level of five.

DialNet Command, FTP Client, NetTerm Client, Ping Client, Quote Client,
Setup Command, Telnet Client, THEOS WorkStation Client

For an overview of networking functions and operation, see “ Networking
Fundamentals” on page 13.
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14 NetAlive Client

The NetAlive client periodically tests whether a connection can be made to a specific
machine. Multiple connections can be tested with different time periods for each.

4 N

1 NETALIVE (option

2 NETALIVE control-file (option

3 NETALIVE STATUS

4 NETALIVE STATUS host

5 NETALIVE START control-file

6 NETALIVE STOP

control-file »  file name of NetAlive control file

host »  TCP/IP address or name from the host names database

option » NOTYPE

TYPE

\_ J
Operation Mode 1—Using the default control file (SYSTEM.THEOS32.NETALIVE:S) the

NetAlive client is started. Each of the host machines defined in the control
file is contacted to see if a connection can be made.

When the connection test to a particular host is successful no special
action 1s taken unless there was a failure on a previous connection test of
the host. If the flag was set due to a prior connection failure, the flag is
cleared and the success-command specified in the control file is invoked.

If the connection for a particular test cannot be made the failure-command
specified in the control file is invoked and the test is rescheduled. A flag is
set so that when the connection is retested, if it succeeds the success-com-
mand specified in the control file will be invoked.

In all cases, after a test is made for a particular host the test is resched-
uled for the time period specified for the host in the control file.

Note: The NetAlive client is normally used as a background task and may
be started and stopped with Mode 5 and Mode 6 of this command.
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Options

Mode 2—The operation is identical to the Mode 1 operation except that
the default control file is not used. Instead, control-file is used.

Mode 3—Display the status of a NetAlive client running on another ses-
sion/user or background task (Mode 5). A status line is displayed for each
host that that NetAlive client is testing. See “NetAlive Status” on page 160
for a description of this display.

Mode 4—Display the status of a NetAlive client running on another com-
puter system. host is the IP address of that other computer’s NetAlive cli-
ent.

>netalive status othersys.com
localhost/HTTP OK
localhost/FTP oK

>netalive status www.theos-software.com
Connecting to 207.21.75.2 port 4395
connect() Connection was refused

The second example above show the display when the remote host is not
running a NetAlive client.

Mode 5—Starts the NetAlive client as a background task. If control-file is
not specified, the default control file is used (SYSTEM.THEOS32.NETALIVE:S).

>netalive start
Task started as process #31.

Mode 6—Stops a previously started NetAlive client.

NOTYPE  This is the default mode of operation. Nothing is displayed by
the NetAlive client unless directed to do so by one of the failure-
or success-commands.

TYPE Tells NetAlive to display messages on stderr describing each test
as it is performed. The message includes the date and time of
the test, host and port names and host and port numbers.

If the test fails an additional line is displayed giving the failure
code. These codes are listed in Appendix C: “Network Error
Codes,” starting on page 253.

For instance, if the control file contains the line:

localhost, netlogin, 60, msg * “Login server down”
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and your netlogin server is not started on this system, NetAlive
displays:

>netalive (type

1999/01/13 10:41:46 localhost/netlogin (192.168.100.1/3257)
1999/01/13 10:41:46 failure 1061 on localhost/netlogin
1999/01/13 10:42:46 localhost/netlogin (192.168.100.1/3257)
1999/01/13 10:42:46 failure 1061 on localhost/netlogin

Although not its primary purpose, this client may be used to keep an Inter-
net connection alive if one or more of the hosts specified in the control file
1s remote and accessed via a Dialup Network connection. For instance, if
your ISP disconnects you after 20 minutes of idle time, a NetAlive test
repeated every 10 minutes will keep you connected to your ISP. This may
be good or bad, depending upon your ISP service rates.

When the path to a host is via a DUN (DialUp Networking) connection and
that connection does not exist, NetAlive will not establish the connection...it
will merely report a failure. NetAlive only uses existing network connec-
tions. Use DialNet Command (described on page 103) to establish the con-
nection if necessary.

After a connection test is performed for a host, the next test is scheduled
using the current system time plus the time period specified for the test. If
the system clock is changed by another task after this scheduling, the test
may be performed either much later or earlier than you specified.

To cause the NetAlive command to be started when your system is booted
you must edit the file SYSTEM.THEOS32.STARTCFG:S. For instance:

[Start]
NETALIVE=/SYSTEM.CMD32.NETALIVE:S

If the file already exists and there is a [Start] section defined, merely
add the line to that section:

[Start]
TCPSERVE=/SYSTEM.THEOS32.TCPSERVE:S
HTTP=/SYSTEM.THEOS32.WEBSERVE:S
FTP=/SYSTEM.THEOS32.FTPSERVE:S
PPPSERVE=/SYSTEM.THEOS32.PPPSERVE:S
NETALIVE=/SYSTEM.CMD32.NETALIVE:S
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NetAlive
Control-file

The file SYSTEM.THEOS32.NETALIVE:S is the default control file used by the
NetAlive client.

This control file is an ASCII, editable file and should be created using Win-
doWriter or some other text file editor. The file consists of one or more lines
of text with each line specifying the connection test to be performed.

B Control-file Lines
The general format for each line in a NetAlive control file is:
host, port-number, period, failure-command, success-command

Each of the fields is separated from the other fields by a comma and
optional white space (one or more space or tab characters).

Host This is the host name or IP address of a network server
machine. When a name is used it must be defined in your host
names database or it must be resolved by the DNS server
defined in your network configuration.

Port name/number  The common services name or number. Any of the
names defined in the file SYSTEM.THEOS32.SERVICES:S may be
used. If you know the service number, you may specify that
number.

Period Test frequency, specified in seconds.

Failure-command Command line to execute when the connection test fails.
This command is only executed when the connection test fails
the first time or when the test fails after a previous successful
test. Multiple, consecutive failures will only cause this com-
mand to be executed one time.

Success-command Command line to execute when the connection test
succeeds. This command is only executed when the connection
test succeeds and the previous test of this connection failed.

This success-command is optional. When not specified no
action is taken when a connection becomes available after a
failure.
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B Success and Failure Command Lines

Multiple commands may be specified by joining the command lines with
an ampersand character ( & ). The command line may not contain commas
or embedded ampersand characters. Create and use an EXEC program if
this syntax is necessary.

The command(s) used should execute quickly as it is executed by NetAlive
in its own time-slice. Subsequent connection tests are not scheduled until

this command completes and returns control to NetAlive.

Macros in Command Lines

There are two macro names that may be used in the success and failure
command lines.

%time Replaced with the time that the connection test was per-
formed. The time is in 24-hour format hh:mm:ss.

Yerr Replaced with the connection test error code. Typically, this
code is 1061, meaning that the connection was refused for

some reason.

Example Control-File Lines

The following control-file line specifies that the local server (the machine
that NetAlive is executing on) is to be tested for a network login connection
every 60 seconds. If the test fails a message is sent to all users on the
SYSTEM account notifying them of this failure.

localhost, netlogin, 60, msg system "Login server down at Stime."

This second example tests a connection to a web site and, if it is not avail-
able it broadcasts a message to all logged on users. When the site becomes
available it broadcasts another message to all users informing them that it
1s now available. It also adds a line to the WEBACCES.LOG:S file with the time
that the server was available.

(Note: Although this line is shown with three lines of text, it must be con-
tained in one long line in the control file.)

www.private.com, http, 600, msg * "Private Web access down at %time.",
msg * "Private Web access up at %time." & echo %time "Private Web
up!" >> /webacces.log:s

This next control-file line tests the HTTP connection to a server named
“myserver” every 10 minutes. If it is not available it executes the command
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NetAlive
Status

Restrictions

See also

X10. Presumably, this is a program or an EXEC that will turn the power off
to the server machine and then turn it back on, allowing the server to be
reset.

Continued testing by NetAlive is suspended until this X10 command fin-
ishes and returns control to NetAlive.

The next time that this connection is tested (10 minutes after it was reset),
if the connection is available a message is sent to the user on the SYSTEM
account informing them that it is now available.

myserver, http, 600, x10 server reset, msg system "Server on-line at
%time."

When the NetAlive STATUS (Mode 3 or Mode 4) is used, NetAlive displays one
line of status information for each of the host machines defined in the con-

trol file. This status information is simple: the host name and port name
followed by:

OK The connection has been available since NetAlive first started
testing.

Single date/time  The connection is not currently available. The date and
time specify the time that NetAlive first detected the failure.

Two date/times  The connection is currently available but has been down in
the past. The first date/time indicates the last time that
NetAlive first detected it was down. The second date/time speci-
fies the time when NetAlive detected that the connection was
available again. In the following example, the 1ocalhost/FTP
connection is available but it was down for two hours and ten
minutes on January 8.

An example display from a NetAlive status request:

>NetAlive status

myserver/HTTP OK

mail.pacifier.com/POP3 oK

localhost/FTP Jan08 14:48:56 Jan10 16:58:27
localhost/HTTP OK

yourserver/FTP Jan08 16:22:45

The privilege level of the NetAlive command 1is five.

Net Command
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The NetTerm command establishes a client/server connection between the THEOS system
that you are currently using to another THEOS system that is a server on your network.

THEOS System-1 THEOS System-2

B Y network Y _

In the above figure, the two THEOS-based computers have THEO+Net installed. System-2
1s set up as a Login Server to this local area network. With NetTerm, any of the terminals
connected to System-1 can become a user of System-2. Programs used while connected with
NetTerm on this second system have all of the same resources (disks, printers, communica-
tions, etc.) available as the other terminals directly connected to that system. In addition,
the printer connected to System-1 is also available as a slave printer.
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-
1 NETTERM (options
2 NETTERM server (options
3 NETTERM server account ( options
account » account name to log to after connection
localhost »  LOCALHOST
server »  network server name, IP name or IP address (may also be
localhost)
options »  ACCOUNT account
CTL
NOPRT
L PRTnn )

The standard synonym for the NetTerm command is NT.

Operation

Mode 1—Invokes the NetTerm command without connecting to any server.

NetTerm queries the network to find all of the THEOS servers that are con-
nected to the network.

When no other THEOS servers are present on the network, an error mes-
sage displays and the program exits. When there is one or more THEOS
servers connected to the network (other than the THEOS system that Net-
Term is running on), the names of these available servers are displayed in a
menu. For instance.

4 )
THEOS® Network Terminal

Servers

Administration

Executive
Production
Development

Exit
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The list of servers is updated approximately once per second to reflect
servers that are joining or leaving the network and servers whose permis-
sion list is changed.

Choose one of the servers offered and a client connection is established
with that server. If no default connection is defined (see “Default Connec-
tions” on page 164) and the ACCOUNT option is not used, you are started at
that server’s logon prompt.

Mode 2—Invokes NetTerm and connects to server. If server is not a THEOS
Network Login Server, or if that THEOS server does not give you permis-
sion to connect to it, an error message displays. If no default connection is
defined (see “Default Connections”) and the ACCOUNT option is not used
(Mode 3), you are started at that server’s logon prompt.

Mode 3—Same as Mode 2 except that you are automatically logged onto
account. If that account has a password, you must enter the password
when the connection is established.

ACCOUNT account After a connection is established, log onto account on
the server system. If account has a password, you are prompted
to enter the password before you are allowed to log onto the
account.

CTL Set control mode for this console on the server. Control mode
causes all control characters received to be displayed visually.
For instance, receipt of a CR is displayed as “M.

NOPRT Do not connect any of your printers as a slave printer to the
server.
PRTnn Your printer number PRTnn becomes a slave printer for your

session on the remote server. When this option is not used (and
the NOPRT option is not specified), your lowest numbered,
attached printer becomes the slave printer.
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Default
Connections

NetTerm
Configuration
File

When an account name is not defined on the command line (Mode 1 or
Mode 2), the account name specified in your system’s NetTerm configura-
tion file is used. If no NetTerm configuration file is found, a normal user
start is performed on the server and you are prompted to “Logon please.”

NetTerm searches your system for the NetTerm configuration file using the
following file specifications:

environ/account .NTCFG
environ/SYSTEM.NTCFG
account.NTCFG
SYSTEM.NTCFG

where environ is the current value of the environment variable NetTerm
and account is the name of the account that you are using on your system
when you invoked NetTerm.

NetTerm configuration files are ASCII text files containing the following
information:

[namel Server]
Account=account

[namel Server]
Account=account

etc.

namel, name?2 are the names of remote servers that you connect to.
account is the name of the account that you want to automatically log onto
when you connect with that server. For instance:

[Administration Server]
Account=Reports

[Executive Server]
Account=Remote

[Production Server]
Account=Guest

[Development Server]
Account=Programs

When this file is used to connect to the “Development” server, you are
automatically logged onto the account “Programs.”
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Once you are connected to the server, your system is a client to the remote
server. This means that any keys pressed are transmitted to the server as
if you had a terminal directly connected to that system. Text received from
the server is displayed on your console.

Exceptions to this transmission to the remote server are key
sequences. Only (Break],(C] and (Break],[@) are passed directly to the remote
server. All other key sequences are acted upon by this 